HP C/aC++ Version 6 Features to Improve Developer
Productivity

Version 1.6
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Introduction

The most time consuming and expensive task in software development is to find and fix defects.
The later a defect is found in the software development process, the costlier it gets. A bug found
and fixed at the coding or testing stages is better and less expensive than the same found by a user
after the product release. The HP compilers for Integrity provide a number of features to help
software developers detect potential problems in their programs earlier in the process.

Compile time diagnostics and Run time checks are provided to allow the developer to identify many
common problems before the code is checked in. In addition, the compiler supports enhanced
debugging capabilities. Execution Path Recovery feature of the compiler can provide backtracking
of the execution path from the crash point in a core file or from a breakpoint in the debugger

All of the above features of the compiler lower maintenance and support costs and free up
developers to spend more time implementing new features.

What's New

The A.06.20 release of the HP C and C++ compilers provides +check=lock|]thread feature, in
addition to improvements on the features provided by older versions.

The A.06.15 release of the HP C and C++ compilers provides +wlock, +wperfadvice, +Wmacro
and +check=bounds:pointer|gobals]truncate features, in addition to improvements on the
features provided by older versions. This version also introduces the execution path recovery
(+pathtrace) feature to backtrack the execution path from the crash point in a core file or from a
breakpoint in the debugger.

The A.06.10 release of the HP C and C++ compilers provides +wendian option and improvements
to the existing developer productivity features. This release also introduces a new C/C++ static
analysis tool, HP Code Advisor, which provides all the compile time diagnostic features of Integrity
compilers. This tool is available free of cost on HP-UX Integrity and PA-RISC. For more information,
visit the HP Code Advisor (cadvise) homepage.

The compiler features to improve developer productivity are available starting with the A.06.05
release of the HP C and C++ compilers. The A.06.05 release provides +wlint, +w64bit,
+wsecurity and +check=all |none|bounds|mal loc]stack]uninit options.

The Version 6 of HP C and C++ compilers provide a rich set of diagnostics that are available by
default and with +w, +Oinfo and +Oinitcheck options.

Compile Time Diagnostics

The HP compilers contain numerous checks for potential correctness problems. Some diagnostics
are emitted by default while others are enabled via explicit options listed below:

+wlint

This option enables several warnings in the compiler that are similar to the functionality of lint check.
These compile time diagnostics can be very useful in detecting potential problems in the source
code. The number of warnings with this option may be up to 5-10 times more than those emitted by
default by the compiler.


http://www.hp.com/go/cadvise

Example

$ cat bitfield.c
struct { int bit:1; } s;

void test()

s.bit = 1;
b

$ cc -c +wlint bitfield.c
"bitfield.c”, line 1: warning #2108-D: signed bit field of
length 1
struct { int bit:1l; } s;
N

"bitfield.c”, line 5: warning #4251-D: the assignment has an
excessive size for a bit field
s.bit = 1;

N

Other notable examples of warnings enabled with the +wlint option:
e Argument is incompatible with formal parameter

+wb4bit

Function declared implicitly

Function is re-declared after being called
Type conversion may truncate value
Unsigned value cannot be less than zero
Missing return statement at end of non-void function
Nested comment is not allowed

Signed bitfield of length 1

Memory leak

Potential null pointer dereference
Detection of uncaught exceptions
Uninitialized variables

This option enables warnings that help you detect potential problems in converting 32-bit
applications to 64-bit. The +w64bit option applies both to 32 bit and 64 bit compilers. It is
equivalent to the +M2 option.
Some of the checks performed are:

e 64bit value is implicitly converted to a 32bit value, e.g. long to int.

e Pointer to 4-byte aligned object implicitly converted to a pointer to 8-byte aligned object.

Example

$ cat convert.c
int *int_to_ptr (int i)
{

}

$ cc —c +w64bit convert.c
"convert.c", line 3: warning #4231-D: 64 bit migration:
conversion between types of different sizes has occurred
(from "int" to "int * )
return (int *)i;
N

return (int *)i;



+wendian
This option enables diagnostics that identify areas in the source code that might have porting issues
between little-endian and big-endian. For example

o de-reference which could cause endian-dependent behavior

e Union definition that is endian dependent

Example

$ cat endian.c
union ul {

char c[4];

int v;
}:
$ cc -c +wendian endian.c
“"endian.c", line 1: warning #4289-D: endian porting: the
definition of the union may be endian dependent
union ul {

N

+wlock

This option detects multi-threaded programming issues and enables diagnostics for potential errors
in using lock/unlock calls in multi-threaded programs that use the pthread library. This is based on
cross-module analysis performed by the compiler, which is much more powerful compared to simple
scanning and parsing tools. The +wlock option implicitly enables a limited form of cross-module
analysis even if —ipo or +04 options are not specified. This may lead to a significant increase in the
compile time in comparison to a build without the +wlock option. Using this option may result in the
compiler invoking optimizations other than those which are part of the specified optimization level. If
+wlock is used with —ipo or +04 option, the generated code is not affected and the compile time
does not increase much.

The problems detected by +wlock diagnostics include
e acquiring an already acquired lock
e releasing an already released lock
e unconditionally releasing a conditionally acquired lock

Example
$ cat lock.c
#include <pthread.h>
#include <stdio.h>

int a;
pthread mutex_t Mutex;

void perform_operation(pthread_mutex_t* mutexl, int
increment, int* global) {

if (increment > 10){
int status = pthread mutex_lock(mutexl);

*global = *global + increment;
int status = pthread mutex_unlock(&Mutex) ;

}

int main(void) {
int i;
scanf('%d", &i);
perform operation(&Mutex, i, &a);
printfF("'%d is value\n", a);
}

$ cc +wlock lock.c



"lock.c"™, line 12: warning #20223-D: Trying to unlock a
lock held conditionally

+wperfadvice
This option enables performance advisory messages. It offers both integrity-specific and

architecture-independent performance advice. The advice emitted is dependent on the optimization
options used for compilation.

Example
$ cat large.c
struct X{
int i;
int arr[1000];
T x

int foo( struct X);
int main(Q) {

foo (X);
}

$ cc —c +wperfadvice large.c

"large.c', line 8: warning #4319-D: performance
advice: passing a

large (4004 bytes) parameter by value is
inefficient, consider passing

by reference

foo (X);

N

+w
Enable all warnings about potentially questionable constructs in the compiler. This includes
warnings such as +wlint and +w64bit warnings. The number of warnings with this option may be
up to 5-10 times more than those emitted with +wl int. Some examples of warnings enabled with
+w option:

e Variable is declared but never referenced

e Comparison of unsigned integer with signed integer

e Padding size of structure to alignment boundary

e Argument is incompatible with corresponding format string conversion

+Oinfo

This option displays informational messages about the optimization process. It may be helpful in
understanding what optimizations are occurring. These messages are not emitted with the +w
option.

+Oinitcheck

This option enables warnings about local variables that may be used before they are defined. Many
of the warnings generated with this option may be false positives.

Security Diagnostics

+wsecurity

This option enables compile time diagnostics for potential security vulnerabilities. Security flaws are
not only very costly to fix, but also can lead to a potential loss of customers and reputation. Most
developers are not trained to detect security vulnerabilities.

With the +wsecur ity option, warnings are emitted for scenarios where untrusted (tainted) data
may reach a critical reference point in the program. This is based on cross-module analysis
performed by the compiler, which is much more powerful compared to simple scanning and parsing
tools. The +wsecur ity option implicitly enables a limited form of cross module analysis, even if -
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ipo or +04 options are not specified. This may lead to a significant increase in the compile time in
comparison to a build without the +wsecur ity option. Using this option may cause the compiler to
invoke optimizations other than those which are part of the user-specified optimization level. If
+wsecurity is used in addition to —ipo or +04, the generated code is not affected and the
compile time does not increase much.

The problems detected include use of unsafe APIs, use of unsafe data length argument, unsafe
loop exit condition, unsafe file path use, etc.

1. Example of reference to untrusted file path:

% cat popen.c
#include <stdio.h>
#include <stdlib.h>

char* get_path(Q)
{

}

int main()

return getenv("'BLAHBLAH");

char* path = get_path(); // line 11

FILE* my_ pipe = popen(path, "r'); // line 13
printf ('%p\n', my_pipe);
}
% cc +wsecurity popen.c
"popen.c', line 13, procedure main: warning #20116-D: (SECURITY)
Tainted value may be used as path or file name
++ tainted value is returned from "get path® called by "main® at
line 11 in file popen.c

2. Example of unsafe loop exit condition:

int a[100];
int loop(int 1)

{ for (int j =0 ; j < 1i; j+t) // line 5
alj] = 0;
return a[0];
}
int main()
.
int i;
fread(&i, 1,4,stdin);
loop(i);
}

"loopl.c", line 5, procedure loop: warning #20114-D: (SECURITY) Tainted
value may be used in loop exit condition computation

++ "loop” is called by "main® at line 14 in file loopl.c

++++ Tainted value is obtained from "main”



Customization of Compiler Diagnostics

Compiler Diagnostics have the following conflicting goals:

o Emit all possible messages from the compiler to ensure that the user gets the maximum
information about potential problems detected by the compiler.

¢ Reduce the number of messages so that the user is not overwhelmed by the sheer
magnitude of the warnings.

e Eliminate or reduce the number of benign or misleading messages

The right balance for these conflicting goals is different for each specific situation. It varies on the
basis of various criteria such as the size of the application, resources allotted to eliminate warnings
by changing source code, total number of messages emitted, new code or port of existing code, and
coding guidelines. The recommended model is to use options such as +wlint, +w64bit, and +w to
enable the right level of warnings and then use options to disable specific warnings that are not of
interest or are too noisy.

Each distinct type of diagnostic emitted by the compiler has a number associated with it. The user
can control the emission of each diagnostic separately. This allows the user to focus on specific
warnings by choice. The following options and pragmas allow warnings to be disabled, enabled or
considered as errors:

+Warg1[,arg2,....,argn]
This option selectively suppresses any specified warning messages. argl through argn are valid
compiler warning message numbers.

+Wwarg1[,arg2,..,argn]
This option selectively enables emission of compiler diagnostics that are not enabled by default.
argl through argn are valid compiler warning message numbers.

+Wearg1[,arg2,..,argn]
This option selectively interprets any specified warning messages as errors. argl through argn

must be valid compiler warning message numbers. This allows the user to enforce a policy to
disallow specific warnings by forcing an error at compile time.

Conflicts between +W, +Ww and +We options are resolved based on their severity. +We is the highest
and +W is the lowest.

+Wmacro:MACRONAME:d1,d2,...,dn

This option disables warning diagnostics d1,d2, . . . ,dn in the expansion of macro MACRONAME. If
-1 is given as the warning number, then all warnings are suppressed. This option is not applicable
to warning numbers greater than 20000. +Wmacro has higher priority than the other diagnostic-
control command-line options that are applicable to the whole source. Diagnostic control pragmas
take priority based on where they are placed.

+opts filename

All compiler options, can be consolidated in a single configuration file using the +opts option. This
reduces the clutter on the command line and provides a single location to specify the
customizations. Comment lines can also be inserted in the +opts configuration file.

Example

$ cat warnings_config

# change warning about use of undefined variable to error
+We2549

# enable warning about redeclaration of variable
+Ww3348



# disable warning: statement is unreachable
+W2111

$ cc +opts warnings_config +wlint -c uninit.c
"uninit.c", line 6: warning #3348-D: declaration hides variable "i"
(declared at line 3)
int i;
N

“"uninit.c", line 9: error #2549-D: variable "i" is used before its value
if (1) J =3;
1 error detected in the compilation of "uninit.c".

#pragma diag_suppress | diag_warning | diag_error NNNN

#pragma diag_default NNNN

Command line options provide control of diagnostics emission for the entire build or for a specific
source file. There are several pragmas which allow the user to control warnings for a specific
region within a source file. The use of #pragma diag_suppress disables generation of warning
N after the pragma in the source file. The pragma diag_default restores the default handling for
diagnostic N. Similarly, diag_warning enables emission of a diagnostic and diag_error
converts a warning to an error.

Runtime Checking

In addition to compile time diagnostics, the HP compilers provide several different +check options
to detect some types of errors at runtime.

Advantages of runtime checks in comparison to compile time diagnostics

o Failed runtime checks always indicate a real problem. There are no false positives except
for the UMR check (enabled with +check=bounds:pointer +check=uninit).

e Can help detect several hard to catch defects like stack overflow or out-of-bounds accesses
that may not be possible with compile time diagnostics.

o Developer does not have to analyze and fix warnings. Action needs to be taken only when a
runtime check fails.

Disadvantages of runtime checks

e Runtime checks slow down the user program due to additional instrumentation that is
added. In general, they should be used only during development (debug builds) and not for
released software (production builds).

o Runtime checks do not cover all paths in the application. Compile time diagnostics can
analyze and cover all paths in the source.

e Compile time diagnostics detect problems earlier and with less overhead.

+check=all | none | bounds | globals | lock | malloc| stack | thread | truncate | uninit

The +check=xxx options provide runtime checks to detect many common coding errors in the user
program. These options introduce additional instructions for runtime checks that may significantly
slow down the user program. By default, a failed check will result in the program aborting at the end of
execution at runtime. In most cases, an error message and a stack trace will be emitted to stderr before
program termination.

The environment variable RTC_NO_ABORT can be setto O, 1, or 2 to change the behavior of failed runtime
check:



e 0 - Afailed runtime check will abort the program immediately after the error message is emitted.
e 1 -The default setting, which will abort the program at the end of execution upon failure.
e 2 - Afailed runtime check will not enable the end of execution abort.

The +check options need to be specified at both compile time and link time since they may require additional
libraries to be linked into the user program. If different +check options are specified while compiling different
source files, all the specified +check options are needed at link time.

Multiple +check options are interpreted left to right. In case of conflicting options, the one on the right will
override an earlier +check option.

NOTE: The +check option is only supported on Integrity systems.

+check=all

This option enables all runtime checks provided by the compiler. It overrides any +check=x options
that appear earlier on the command line. The +check=al I option is currently equivalent to the
following options:

+check=bounds

+check=malloc

+check=stack:variables

+check=uninit -z

+Olit=all
The -z or +Olit=all options that are part of +check=all, can be overridden by an explicit -Z or
+Olit=none option.

+check=none

Turn off all runtime checking options. It disables any +check=x options that appear earlier on the
command line.

+check=bounds[:array | pointer| all | none]

The +check=bounds option enables checks for out-of-bounds references to array variables or to
buffers through pointer access. The check is performed for each reference to an array element or
pointer access. If a check fails, an error message is emitted and the program is aborted.

You can specify one of the following +check=bounds suboptions:

e array - Enables check for out-of-bounds references to array variables. It applies only to local and
global array variables. It also applies to references to array fields of Structs. It does not apply to
arrays allocated dynamically using mal loc or al loca.

e pointer - Enables check for out-of-bounds references to buffers through pointer access. The buffer
could be a heap object, global variable, or local variable. This suboption also checks out-of-bounds
access through common libc function calls such as strcpy, strcat, memset, and so on. The
check can create significant run-time performance overhead. See +check=uninit and
+check=mal loc for their interaction with this option.

e all - Enables out-of-bounds checks for both arrays and pointers. This is equal to
+check=bounds:array +check=bounds:pointer.

e none - Disables out-of-bounds checks.

e +check=bounds (with no suboption) - Is equal to +check=bounds:array. This may change in
the future to also include +check=bounds:pointer.

When +check=al l is specified, it enables +check=bounds:array only. To enable the pointer out-of-
bounds check, +check=bounds:pointer must be specified explicitly.



You can combine +check=bounds: [pointer|al ] with all other +check options, except for
+check=globals (which would be ignored in this case).

Also see the +check=mal loc and the +check=stack options for related runtime checks for heap
and stack objects.

+check=globals

This option enables runtime checks to detect corruption of global variables, by introducing and
checking "guards" between them, at the time of program exit. Setting environment variable
RTC_ROUTINE_LEVEL_CHECK will also enable the check whenever a function compiled with this
option returns.

For this purpose, the definition of global is extended to be all variables that have static storage
duration, including file or namespace scope variables, function scope static variables, and class (or
template class) static data members.

+check=lock

This option enables checking of C and C++ user applications that use pthreads. The option reports
violations of locking discipline when appropriate locks are not held while accessing shared data by
different threads. The check is based on the lockset method for detecting locking discipline

violations, as described in the Eraser tool article at http://citeseer.ist.psu.edu/savage97eraser.html.

Note that +check=all does not enable +check=l1ock. Also note that because +check=1ock
requires instrumenting each memory access; it can result in a considerable slowdown of the
application at runtime. +check=1ock also increases the memory consumption of the instrumented
application.

The check is performed on each memory access. It detects violations in locking discipline for mutual
exclusion locks (mutexes) for applications using posix threads. When the locking discipline is
violated, it is reported along with the line number and the address for which the violation occurs.
Consider the following code example:

#include <stdio.h>
#include <unistd.h>
#include <pthread.h>
unsigned long things done=0;
pthread mutex_t mutexl = PTHREAD MUTEX INITIALIZER;
pthread_mutex_t mutex2 = PTHREAD_MUTEX_INITIALIZER;
void *threadl(void *arg) {
pthread mutex_lock(&mutexl);
things_done++;
pthread mutex_unlock(&mutexl);
return O;

}

void *thread2(void *arg) {
pthread mutex_lock(&mutex2);
things_done++;
pthread _mutex_unlock(&mutex?2);

return O;
}
int main(int argc, char *argv[])
{

pthread t thl, th2;

pthread create(&thl, NULL, threadl, (void*)NULL );
pthread mutex_lock(&mutexl);

things_done++;

pthread_mutex_unlock(&mutexl);
pthread_create(&th2, NULL, thread2, (void*)NULL );
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sleep(10);
return O;

}

cc +check=lock simple_race.c -Ipthread
./a.out

Runtime Error: locking discipline violation: in file simple_race.c
line 16 address 40010658

(0) 0x0000000004072ca0 _rtc_raise_fault + 0x2cO at
rtc_utils.c:382 [./a.out]

(1) 0x0000000004028650 _ZN11DRD_Runtimel5HandleMemAccessEybPcjSO0
+ 0x590 at lock _check.C:438

[-7a.out]

(2) 0x0000000004029840
_ZN11DRD_Runtimel7HandleStoreAccesskEyPcjS0O_ + Ox60 at

lock _check.C:145

[-7a.out]

(3) 0x000000000401bfa0 _ DRD_RegisterStoreAccess  + 0x160 at
lock check.H:126 [./a.out]

(4) 0x0000000004018780 thread2 + 0xdO at simple_race.c:16
[-7a.out]

(5) 0x60000000c57c3c60 _ pthread bound_body + 0x170

at /ux/core/libs/threadslibs/src/common/pthreads/pthread.c:4512
[/proj/thlo/Compilers/rt/usr/lib/hpux32/libpthread.so.1]

candidate lockset is as follows:
lockl.c line number:23

incoming lockset is as follows:
lockl.c line number:13

In the above message, the candidate lockset refers to the set of locks that are implied to be
associated with the symbol access in its previous accesses so far. The incoming lockset refers to
the set of locks that are held at the current access of the symbol. When the intersection between the
candidate lockset and incoming lockset is empty, the checker reports the locking discipline violation.
The candidate lockset and incoming lockset members are specified in terms of the source file and
line number pointing to the pthread_mutex_lock call associated with that lock. For further details
on detecting lock discipline violations, refer to the above-referenced Eraser article.

False positives are possible in certain cases, as mentioned in the Eraser article. Multiple locks can
be used to protect the same shared variable. For example, a linked list can be protected by an
overall lock and an individual entry lock. This can result in the tool reporting a false positive. False
positives might also be reported as a result of memory getting recycled in certain cases because of
deallocations (which the lock checker is not able to detect).

+check=stack[:frame | :variables | :none]

This option enables runtime checks to detect writes outside stack boundaries. Markers are placed
before and after the whole stack frame and around some stack variables. On procedure exit, a
check is done to see if any marker has been overwritten. If any stack check fails, an error message
and stack trace is written to stderr and the program is aborted. The stack checks are not
performed for an abnormal exit from the procedure (e.g. using longjmp(), exit(), abort()
or exception handling).

+check=stack:frame

This option enables runtime checks for illegal writes from the current stack frame that overflow into
the previous stack frame.
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+check=stack:variables

This option enables runtime checks for illegal writes to the stack just before or after some variables
on the stack. This includes array, struct/class/union and variables whose address is taken. It
also includes the overflow check for the stack frame (+check=stack:frame). In addition to the
above checks, this option causes the whole stack to be initialized to a "poison” value, which can
help detect the use of uninitialized variables on the stack.

+check=stack:none
This option disables all runtime checks for the stack.

+check=stack

The +check=stack option without any qualifiers is equivalent to +check=stack:variables at
optimization levels O and 1. It is equivalent to +check=stack:frame for optimization level 2 and
above.

+check=thread

This option enables the batch-mode thread-debugging features of HP WDB 5.9 or later. The following thread-
related conditions can be detected with +check=thread:

e The thread attempts to acquire a nonrecursive mutex that it currently holds.
The thread attempts to unlock a mutex or a read-write lock that it has not acquired.

The thread waits (blocked) on a mutex or read-write lock that is held by a thread with a different
scheduling policy.

e Different threads non-concurrently wait on the same condition variable, but with different associated
mutexes.

e  The threads terminate execution without unlocking the associated mutexes or read-write locks.

e The thread waits on a condition variable for which the associated mutex is not locked.

e The thread terminates execution, and the resources associated with the terminated thread continue to
exist in the application because the thread has not been joined or detached.

e The thread uses more than the specified percentage of the stack allocated to the thread.

This option should only be used with multithreaded programs. It is not enabled by +check=all.

Behavior of the +check=thread option can be changed by users by providing their own rtcconfig file. The
user specified rtcconfig file can be in the current directory OR in a directory specified by the
GDBRTC_CONFIG environment variable. The default configuration used by the +check=thread option is:

thread-check=1;recursive-relock=1;unlock-not-own=1;

mix-sched-policy=1;cv-multiple-mxs=1;cv-wait-no-mx=1;

thread-exit-own-mutex=1;thread-exit-no-join-detach=1;stack-
util=80;

num-waiters=0;frame_count=4;output _dir=.;

If any thread error condition is detected during the application run, the error log is output to a file in the current
working directory. The output file will have the following naming convention:

<executable name>.<pid>.threads
Where <pid> is the process id.

For further details, see the HP WDB manual.

+check=truncate[:explicit | :implicit]

The +check=truncate[ :explicit]:implicit] option enables runtime checks to detect data
loss in assignment when integral values are truncated. Data loss occurs if the truncated bits are not
all the same as the left most non-truncated bit for signed type or not all zero for unsigned type.
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Programs might contain intentional truncation at runtime, such as when obtaining a hash value from
a pointer or integer. To avoid runtime failures on these truncations, you can explicitly mask off the
value:

ch = (int_val & OxFf);

Note that the +check=all option does not imply +check=truncate. To enable
+check=truncate, you must explicitly specify it.

+check=truncate:explicit

This option turns on runtime checks for truncation on explicit user casts of integral values,
such as (char)int_val.

+check=truncate:implicit

This option turns on runtime checks for truncation on compiler-generated implicit type
conversions, such as ch = iInt_val.

+check=truncate
This option turns on runtime checks for both explicit cast and implicit conversion truncation.

+check=uninit

This option checks for a use of a stack variable before it is defined. If such a use is detected, an
error message is emitted and the program is aborted. The check is done by adding an internal flag
variable to track the definition and use of user variables.

If the +check=bounds: pointer is on, +check=uninit will check pointer access for uninitialized
memory read (UMR). To enable checking, the runtime system will initialize the heap objects and stack
variables with a special pattern. If the pointer accesses an area containing the specified pattern for the
specified length, then it assumes the read is UMR. To minimize UMR false positives, the user may change the
special pattern and number of bytes to check by using RTC_UMR environment variable:

RTC_UMR=[INIT=0xnn] [ :CHECK_SI1ZE=sZ]
where:

o INIT specifies the char type value used to initialize heap/local objects. The default pattern is OXDE.

e CHECK_SIZE specifies the minimum number of bytes used to check for UMR. The default number is
2.

Also see the +Oinitcheck option to enable compile time warnings for variables that may be used
before they are set.

+check=malloc

This option enables memory leak and heap corruption checks at runtime. It will cause the user
program to abort for writes beyond boundaries of heap objects, free or realloc calls for a pointer that
is not a valid heap object, and out-of-memory conditions. Memory leak information is captured and
written to a log file when the program exits. The name of the logfile is printed before program
termination.

The +check=mal loc option works by intercepting all heap allocation and deallocation calls. This is
done by the use of a debug mal loc library, Iibrtc.so. The option works for programs that use
the system mal loc or for user-provided mal 1oc routines in a shared library. The librtc.so
library is also used by the HP WDB debugger to provide heap memory checking features in the
debugger. Please refer to the HP WDB debugger documentation for more information about heap

13



memory checking. The librtc.so library is shipped as part of the wdb product. Install the HP
WDB bundled with the compiler or a more recent version of wdb to get full functionality.

The default behavior of the +check=mal 1oc option can be changed by users providing their own
rtcconfig file. The user specified rtcconfig file can be in the current directory OR in a directory
specified by the GDBRTC_CONFIG environment variable. The default configuration used by the
+check=mal loc option is:

check bounds=1; check free=1; scramble_block=1;
abort_on_bounds=1; abort on _bad free=1; abort _on_nomem=1;
check leaks=1; min_leak _size=0; check heap=0;
frame_count=4; output dir=_;

Note that when +check=bounds:pointer is also turned on, it can check freed memory read/write.
But the check needs to retain freed memory which is not turned on by default. To turn on the
feature, set the following environment variable at runtime:

RTC_MALLOC_CONFIG="retain_freed blocks=1"
Or add "retain_freed_blocks=1"to the rtcconfigfile.

When mal loc fails to allocate specified memory, the runtime system will free the retained freed
memory and try to allocate memory.

For a description for the above configuration parameters and the full list of other parameters, refer
to the HP WDB debugger documentation.

Execution Path Recovery

This feature is enabled by the +pathtrace[=local|global|global_fixed_size|none] Option. It
provides a mechanism to record program execution control flow into global and/or local path tables.
The saved information can be used by the HP WDB debugger to assist with crash path recovery
from the core file, or to assist in debugging the program by showing the executed branches.

Currently only i f-else, switch-case-default, and try-catch execution paths are recorded
in the path table. If there is no condition statement inside for, whi le, or do-whi le loop, then no
execution path is recorded.

+pathtrace=local

This option generates a local path table and records basic block-execution information in it at
runtime.

+pathtrace=global

This option generates a global path table and records basic block-execution information in it at
runtime.

+pathtrace=global_fixed_size

This option generates a fixed-size (65536 items) global path table and records basic block-
execution information in it at runtime. This form differs from +pathtrace=global because the
size of the table cannot be configured at runtime, and the contents cannot be dumped to a file. The
fixed-size global path table has better runtime performance than the configurable global path table.
The performance difference varies depending on the optimization level and how the program is
written.
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+pathtrace=none
This option disables generation of both the global and local path tables.

The values can be combined by joining them with a colon. For example:

+pathtrace=global :local. The global_fixed_size and global values are mutually
exclusive. If more than one of them is specified on the command line, the last one takes
precedence. The same is true for the none value.

+pathtrace with no values is equivalent to +pathtrace=global_fixed_size:local

The use of this option and the -mt option must be consistent for all compilation and link steps. That
means if -mt is used with +pathtrace at compile time, it should also be used at link time; if —mt
is not used with +pathtrace at compile time, it should not used at link time.

For information on how to view the execution paths in the debugger refer to the “Printing the
Execution Path Entries for the Current Frame or Thread” feature in HP WDB documentation.

Further information

For more information refer http://www.hp.com/go/cadvise.
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