HP Integrity VM Accelerated Virtual /0O (AVIO) Overview

Technical introduction
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Abstract

This white paper discusses the new Accelerated Virtual /0O (AVIO) solution in the HP Integrity Virtual
Machines (Integrity VM) Version 3.5 release. It is intended for system administrators who have
experience with Integrity VM and manage storage or networking I/O devices in an Integrity VM
environment.

Introduction

Integrity VM Version 3.5 introduces new storage and networking AVIO guest drivers for use with HP-
UX 11i v2 guests. The primary goal of these new drivers is to deliver improved performance for 1/0
intensive workloads. Unlike the existing emulated (or unmodified) 1/O drivers for Integrity VM guests,
the AVIO solution provides Integrity VM-aware HP-UX guest drivers that streamline and re-architect the
I/0 path for both storage and networking. This results in improved overall I/O performance in
Integrity VM Version 3.5.

In addition to the new HP-UX 11i v2 guest drivers, there are corresponding host modules for AVIO
storage and networking that are required to use the AVIO solution. The entire AVIO product solution
is described in the section, Introduction to the AVIO Storage and Networking Solutions section.

This white paper provides the following details on the AVIO solution:

Benefits, features, and restrictions of AVIO
Describes the benefits and features of the new Integrity VM AVIO storage and
networking HP-UX 11i v2 guest drivers. In addition, the AVIO restrictions are also
detailed.

Introduction to the AVIO Storage and Networking solutions
Describes the AVIO solution and its impact on Integrity VM 1/0. This is a high-level
description of new AVIO components as well as changes to the Integrity VM 1/0
subsystem. This includes how guest isolation is maintained in the presence of AVIO.

Emulated versus Accelerated Integrity VM Guest Drivers
Describes the benefits and drawbacks of both emulated and accelerated HPVM guest
drivers. This includes a description of the Integrity VM emulated guest driver model
and a summary of how it compares to the Integrity VM accelerated guest driver
model.

Changes to Integrity VM Storage and Networking I/0 commands
Describes the impact on Integrity VM 1/0O commands. This includes new options to
existing Integrity VM commands as well as the introduction of a new storage
command.

Migrating from SCSI or LAN to AVIO
Provides an overview of how to migrate from SCSI or LAN to AVIO. This includes
example configurations with SCSI and LAN and the corresponding changes to
migrate to AVIO.
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Benefits, Features, and Restrictions of AVIO

AVIO has the following benefits compared to Integrity VM Version 3.0 I/0O:

Improved performance — up to 2X bandwidth, up to 60% reduction in CPU costs* over the
fully virtualized SCSI and LAN solutions.

Increased LUN count — up to 128 LUNSs per guest AVIO storage device (as compared with
only 32 for the current Integrity VM SCSI HBA).

Extensible 1/0O architecture that allows seamless integration of new I/0 and Server
Virtualization features.

AVIO has the following restrictions:
AVIO is limited to HP-UX 11iv2 guests only for Integrity VM Version 3.5
Storage backing store is limited to virtual disk, Ivdisk?, and DVD in Integrity VM Version 3.5.
Networking backing store is limited to 1GbE®, 10GbE, and APA (with supported link types).
VSE HP Integrity Virtual Machines Manager (vmmgr) support will not be available until early
2008.

Introduction to the AVIO Storage and Networking Solutions

AVIO Products

The AVIO Storage and Networking solutions are delivered as part of the HP-UX 11i v2 0712 Base
OE and are each composed of 2 individual products. One to be installed one the guest and the other
to be installed on the host:

Storage:
Guest AVIO Storage (Bundle Name, Version: GuestAVIOStor, B.11.23.0712)

This product provides the new HP-UX 11i v2 AVIO Guest Storage driver. It is also included in
the HP-UX 11i v2 0712 Install Kernel.
Host AVIO Storage (Bundle Name, Version: HostAVIOStor, B.11.23.0712)

This product provides host support for the HP-UX 11i v2 AVIO Guest Storage driver.
Networking:
Guest AVIO LAN (Bundle Name, Version: GuestAviolLan, B.11.23.0712)

This product provides the new HP-UX 11i v2 AVIO Guest Networking driver. It is also
included in the HP-UX 11i v2 0712 Install Kernel.

Host AVIO LAN (Bundle Name, Version: HostAviolLan, B.11.23.0712.01)
This product provides host support for the HP-UX 11i v2 AVIO Guest Networking driver.

HP recommends checking the www.software.hp.com website for new updates to these products.
Newer versions of these products are available that are highly recommended for installation. Look for
the following minimal versions at the www.software.hp.com website and install immediately on top of
the HP-UX 11i v2 0712 release:

* CPU cost is defined as the amount of CPU consumed per unit of data.

2 Lvdisk support with AVIO requires HostAVIOStor version B.11.23.0712.01

3 The A4929A and A4926 1GbE adapters are not supported by AVIO LAN. For a complete list of supported I/0O adapters (both storage and
networking) see the HP Integrity Virtual Machines Installation, Configuration, and Administration A.03.50 manual.



Guest AVIO Storage (Bundle Name, Version: GuestAVIOStor,
B.11.23.0712.01)

Host AVIO Storage (Bundle Name, Version: HostAVIOStor, B.11.23.0712.01)
This version is required for LV Disk support

Guest AVIO LAN (Bundle Name, Version: GuestAviolLan, B.11.23.0712.01)
Host AVIO LAN (Bundle Name, Version: HostAvioLan, B.11.23.0712.02)

In addition, there are AVIO Storage and Networking EFI drivers that are shipped with the Integrity
VM Version 3.5 release.

NOTE: To use AVIO, you must install the HP-UX 11i v2 0712 OE and Integrity VM Version 3.5 on
the Host. Host OFE’s prior to HP-UX 11i v2 0712 and Integrity VM releases prior to Integrity VM
Version 3.5 are not supported with AVIO. All HP-UX 11iv2 Guest OFE’s starting with 0505 are
supported with AVIO.

AVIO Overview

Figure 1 AVIO High Level Overview illustrates the two key components of both the Storage and
Networking AVIO solution:

Figure 1 AVIO High Level Overview
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AVIO Guest Drivers - There are new virtual adapters (HBAs) called avio_stor and
avio_lan for AVIO storage and networking respectively with corresponding drivers. The AVIO
Guest Storage and Networking drivers are designed as Integrity VM aware Guest Drivers.
These drivers use an Integrity VM-specific programming interface to initiate I/0O and control
requests from the guest to the host. The host communicates incoming 1/0 to the guest via the
Integrity VM monitor.

Host AVIO Drivers — The AVIO Host Storage and Networking drivers provide services for
guest driver initialization, control, and 1/0O requests. These drivers primarily manage
outgoing and incoming I/0 requests between the guest and the host physical hardware via
an optimized 1/0O communication channel.

The host AVIO drivers also use guest isolation services provided by HPVM to validate guest
addresses prior to forwarding onto the physical driver. This ensures that AVIO provides the
same level of guest isolation as the current MPT SCSI and LAN solutions.

Further, attempts by the Guest to set MAC addresses that match the backing networking
interface are prevented by the host AVIO LAN driver. This prevents any attempts by the guest
to “spoof” traffic destined for the host interface.



Integrity VM Services — Integrity VM provides services for configuration, management,
and Guest isolation for AVIO Storage and Networking HBAs and devices.

Emulated versus Accelerated Integrity VM Guest Drivers

The Integrity VM product uses two models for delivering virtual machine guest drivers with the release
of Integrity VM Version 3.5: emulated (that is, fully virtualized) or accelerated (that is, virtual
machine aware®). This section examines the key differences between each model as well as their
associated benefits and drawbacks.

First, let’s look at the Integrity VM emulated driver model. This model is used by the existing MPT SCSI
and LAN adapters. Figure 2 illustrates the high-level details of the emulated Integrity VM guest driver
model:

Figure 2 HPVM Fully Virtualized I/0O Model
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“ Emulated or virtual machine aware guest drivers are also referred to as Para virtualized drivers.



There are three key items to note here:

1. Device Emulation — Because the guest driver is emulated, the Integrity VM monitor must
trap and emulate any hardware level actions. In particular, initiating control and 1/0 requests
require the monitor to trap, emulate and then forward the 1/0 request onto the host for
processing.

2. Protocol Driver - The protocol driver processes control and I/O requests that have been
emulated by the Integrity VM monitor. This requires the protocol driver to interact with the host
I/0O stack to successfully complete the request.

3. 1/0 Stack processing — Both the guest and the host process the 170 request using the 170
stack twice.

Benefits of emulated Integrity VM guest drivers:
No Guest OS modifications for virtual machine support.
Reduces verification and support costs.
Boot/Dump and OS install support are enabled by default.

Drawbacks of emulated Integrity VM guest drivers:
I/0O performance is slow and does not support 1/0 intensive applications.
Lack of I/O performance limits the deployment of virtual machines.

Now let’s look at the accelerated Integrity VM guest driver model. This is the model used by AVIO.
Figure 1 AVIO High Level Overview illustrates the modified guest driver model for Integrity VM.

There are three key points to note about this model:

1. No Device Emulation — Device emulation is no longer required. The AVIO guest driver
model uses an Integrity VM-specific programming interface to initiate control and I/0
requests.

2. No protocol driver — the protocol driver is replaced by AVIO host modules that
significantly streamline the processing of I/O requests from the guest.

3. 1/0 Stack processing — the AVIO guest driver solution enables both storage and
networking to only traverse the 1/O stack once (either in the guest or the host, but not both®).

Benefits of the accelerated Integrity VM guest drivers:
I/0O performance is improved by significantly reducing the 170 path length for I/O request
processing.
Enables the ability to run 1/0O intensive workloads.
Enables wider deployment of virtual machines.
Allows easier integration of new server and I/O virtualization capabilities.

Drawbacks of the accelerated Integrity VM guest drivers:
Requires new guest drivers for each supported OS.
Verification and support costs are higher.
Boot/Dump and OS install support are more difficult to integrate across different OS types.

Workload Implications for AVIO LAN

The AVIO networking driver provides significant path length reductions in the host I/O path over the
current emulated LAN solution. In addition, the AVIO HP-UX 11i v2 guest networking driver supports
two key stateless, protocol, offload features TCP Segmentation Offload (TSO) and Checksum Offload
(CKO) that minimize the transitions between the guest and the host driver. The combination of these
improvements provides significant performance improvements over the current emulated LAN solution.

5 AVIO Storage does use the guest I/0O SCSI stack for configuration.



In general, AVIO delivers the best performance improvements over the current LAN solution with
streaming applications or workloads. More specifically, when streaming data with average message
sizes of 1K, AVIO delivers 2X or better improvements in bandwidth and 60% or better improvements
in CPU costs for 1GbE.

Applications or workloads that are primarily request-response oriented do not exhibit significant
improvements in performance with AVIO. This is due to the fixed costs introduced each time the guest
crosses the guest to host boundary. It should be noted that this is true of any virtualization solution that
does not provide direct I/0 support®.

Workload Implications for AVIO Storage

The AVIO storage driver provides about twenty percent path-length reduction compared to the legacy
SCSI driver. The AVIO storage driver also implements adaptive algorithms for minimizing transitions
between the guest and the host. These algorithms provide up to a sixty percent reduction in the path
length and up to twice the 170 rate of the legacy SCSI driver in 170 intensive workloads.

Several common applications such as file systems, mail and Oracle use either a 4KB or an 8KB IO
size. AVIO is expected to provide between twenty-five and fifty percent reduction in CPU utilization
and between thirty-five and fifty percent improvement in throughput for 1/0O intensive workloads.

Changes to Integrity VM Storage and Networking 1/0
Commands

The overall configuration process for AVIO is the same as with SCSI and LAN. AVIO does introduce
two new virtual adapter names: avio_lan and avio_stor’ that are used with the hpvmcreate or
hpvmmodify command to specify AVIO devices. In addition, there is a new command line option for
hpvmnet, updated command output for hpvmstatus, and a brand new AVIO storage command (i.e.
gvsdmgr).

The changes are summarized below. Please consult the Integrity VM Version 3.5 man pages for more
details on these commands.

Hpvmcreate / hpvmmodify

The —a rsrc option for both commands supports two new options to specify AVIO devices: avio_lan
and avio_stor. After verifying the backing device is supported by AVIO (see the HP Integrity Virtual
Machines Installation, Configuration, and Administration version 3.5 at www.docs.hp.com for more
details).

hpvmnet

The —A option to hpvmnet is new for AVIO LAN. For example, the following statistics will be shown
when the command hpvmnet —S vs_site —A is run:

Figure 3 hpvmnet -A example output

® Direct 170 utilizes server 170 hardware (that is, IOMMU) to provide guest isolation and, therefore, the hypervisor is removed from the 1/0 path
in most cases (the hypervisor still needs to participate in interrupt delivery).
7 Aviolan and aviostor may also be used.



Vswi t ch Name . VS sSite
Max Nunber of Ports : 100
Configured Ports 2
Port Nunber D1
Port State . Active
Active VM : guestl
Unt agged VI anl d . nhone
Reserved VM5 : guestl
Adapt or : avio_lan
I nbound Cctets 0
| nbound Uni cast Pkts (wre) 0
I nbound Uni cast Pkts (I ocal) 0
| nbound Non- Uni cast Pkts (wire) : 1079912830
| nbound Non- Uni cast Pkts (I ocal) : 4638189816014310
| nbound Di scards : 5784959781214777
Qut bound Cctets : 1085366410661760
Qut bound Uni cast Pkts (wre) : 1085366410684661
Qut bound Uni cast Pkts (Il ocal) 0
Qut bound Non- Uni cast Pkts . 4638189266258
Qut bound Di scards 0
Port Nunber 2
Port State . Reserved
Active VM :
Unt agged VI anl d . nhone
Reserved VM5 :  guest?
Adapt or : lan
Hpvmstatus

The hpvmstatus output now includes the avio_lan or avio_stor Adaptor name for guests that are
configured with AVIO adapters. All other hpvmstatus output remains unchanged. For example, the
following status output will be shown when the command hpvmstatus —P guest2 is run:

Figure 4 hpvmstatus -P example



[Virtual Machine Detail s]
Virtual Machine Nane VM # OS Type State

Quest 2 2 HPUX Of

[ Aut hori zed Admi ni strators]
Oper G oups:

Adm n G oups:

Oper Users:

Adm n Users:

[Virtual CPU Detail s]
#vCPUs Entitl ement NMaxi num

2 90. 0% 100. 0%

[ Menory Detail s]
Tot al Reser ved
Menor y Menor y

2 B 64 MB

[ Storage Interface Details]
Quest Physi cal
Devi ce Adapt or Bus Dev Ftn Tgt Lun Storage Devi ce

di sk scsi 0 1 0 0 0 disk / dev/ rdsk/ clt 7d0

di sk avi o_stor 0 4 0 0 0 disk / dev/ rdsk/ c1t 8d0

[ Network Interface Details]

I nterface Adaptor Nane/ Num  Port Num Bus Dev Ftn Mac Address

vswi t ch I an VS_site 2 0 0 0 ea-84-5c-69-0b-eb
vswi t ch avio_| an vs_bkup 3 0 5 0 le-29-8c-88-ab5-eb

[Msc Interface Detail s]
Quest Physi cal
Devi ce Adapt or Bus Dev Ftn Tgt Lun Storage Devi ce

serial coml tty consol e

In this example, SCSI, LAN, and AVIO devices are configured in guest2.

gvsdmgr (examples)

gvsdmgr(1M) is used to manage AVIO Storage HBA and devices on an HP-UX guest. It provides the
ability to retrieve various configuration information, issue Task Management commands and
display/clear accumulated statistics of the AVIO Storage HBA and connected LUN devices. It also
provides a replace_dsk command which is used to prevent data corruption, when the backing store
corresponding to a guest LUN is replaced using hpvmmodify command while the guest is up and
running.



EXAMPLES

Display adapter information of the HBA whose device

file is /dev/gvsdO:
gvsdmgr get_info -D /dev/gvsd0O

Display all LUN information of the HBA whose device
file is dev/gvsdo:

gvsdmgr get_info -D /dev/gvsdO -q lun=all

Clear statistics for a LUN with device special file /dev/rdsk/c0t2d2
whose HBA device file is /dev/gvsdO:

gvsdmagr clear_stat -D /dev/gvsdO -q lun_dsf=/dev/rdsk/c0t2d2

The guest AVIO storage driver fails all opens to a LUN when the backing store corresponding to a
guest LUN is replaced using hpvmmodify command while the guest is up and running. This prevents
data corruption due to an operator error.

Opens will be allowed from the guest, only after the guest administrator performs replace_dsk
command of the gvsdmgr on the guest LUN.

For example to replace the backing store device corresponding to a guest LUN with a device special
file /dev/rdsk/c1t0dO, perform the following command from the guest after performing hpvmmodify.

gvsdmgr -f replace_dsk -D /dev/gvsdl -q lun=/dev/rdsk/c1t0d0

Migrating from SCSI or LAN to AVIO

Migrating from SCSI HBAs to AVIO_STOR

This section covers migrating existing SCSI HBAs to avio_stor. Note that the first release of the AVIO
storage driver does not have support for all of the physical backing stores or guest device types
supported by the virtual SCSI adapter.

The following physical backing stores are not supported by the AVIO storage driver:
File

Attach

Disk Partitions

The AVIO storage driver does not support tape, DVD burner and media changer guest devices.



Support for Logical Volume (lv) backing store is available starting with the B.11.23.0712.01 revision
of HostAVIOStor bundle. This version is available at www.software.hp.com. Search for the
HostAVIOStor bundle name.

To migrate a SCSI HBA to avio_stor, it must contain only devices supported by AVIO. If there are
unsupported devices, these devices must be moved to a different SCSI HBA (or deleted) prior to
migration. Use hpvmmodify(1M) command to migrate scsi HBA to avio_stor. For example, to migrate
scsi HBA 0,5 to avio_stor, use the following command line:

host# hpvmodify -P guestl -m hba:avio_stor:0,5

Please note that guests need to be shutdown before this command can be executed.

WARNING: Please note that moving unsupported devices to the new SCSI HBA will cause the device
special file name and the hardware path to change. Applications sensitive to device special file name
or hardware path, e.g. : LVM disks, need to be updated to work correctly.

Migrating from LAN NICs to AVIO_LAN

This section covers migrating existing lan networking NICs to avio_lan.

The current release of the AVIO networking driver does not have support for all of the physical
backing networking interfaces supported by the virtual LAN adapter.

The following physical backing interfaces are not supported by the AVIO driver:

All 100Mbps network interface cards
A4929A and A4926A 1Gbps network interface cards

Migrating LAN NICs Consisting of Only AVIO Supported Device Types

The procedure mentioned in this section can be used to migrate lan NICs to avio_lan, if the virtual
switch is exclusively configured with AVIO supported networking device types. Consult the latest HP
Integrity Virtual Machines Installation, Configuration, and Administration manual at
www.docs.hp.com for a complete list of supported AVIO backing network interfaces.

Use the hpvmmodify(1M) command to migrate lan HBA to avio_lan. For example, to migrate lan NIC
0,5 to avio_lan, use the following command line:

host# hpvmmodify -P guestl -mnetwork:avio_lan:0,5

Note that guests need to be shut down for this command to take effect.

Migrating LAN NICs Containing AVIO Supported and Unsupported
Backing Network Interfaces

To migrate lan NICs to avio_lan in configurations where the virtual switch is configured with both
AVIO supported and unsupported backing networking interfaces, all unsupported networking
interfaces must be removed. This includes configurations where the virtual switch includes a single
NIC or an APA Link Aggregate that contains a NIC that is not supported by AVIO. Consult the latest
HP Integrity Virtual Machines Installation, Configuration, and Administration manual at
www.docs.hp.com for a list of supported AVIO backing network interfaces.




Once the lan NIC is backed exclusively with AVIO supported networking devices, you can then use
the hpvmmodify command described in the section, Migrating LAN NICs Consisting of Only AVIO
Supported Device Types that matches your specific configuration.

Conclusion

The AVIO solution delivers significant I/O performance improvements, increased LUN count, and an
extensible 1/0 architecture for seamless integration of future server and I/O adapter virtualization
features in HP Integrity VM Version 3.5. The ability to manage AVIO adapters the same way as
existing emulated SCSI and LAN devices are managed ensures that HP Integrity VM system
administrators can take full advantage of AVIO with minimal effort. Finally, AVIO continues to deliver
the same level of guest isolation as previous HP Integrity VM releases, so critical applications or
workloads running in one guest will not be impacted by other guest operating systems.

For more information

For additional information, visit the following site:

HP Technical Documentation — HP Virtual Server Environment (VSE)
http://www.docs.hp.com/en/vse.html
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