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Introduction
Integrity Virtual Machines is a soft partitioning and virtualization technology that provides operating
system isolation, with sub-CPU allocation granularity and shared I/O. You can install Integrity VM on
an Integrity server or hardware partition (nPartition) running HP-UX. The Integrity VM environment
consists of two types of components:

– VM Host

– Virtual machines (also called guests)

The VM Host virtualizes physical processors, memory, and I/O devices, allowing them to be
allocated as virtual resources to each virtual machine. All versions of Integrity VM prior to Version 4.0
require the VM Host to run an HP-UX 11i v2 Operating Environment. Version 4.0 is supported only
on hosts running HP-UX 11i v3 Operating Environments.

This document is intended for individuals who are currently deploying Integrity Virtual Machines
Versions 3.x on VM Hosts running HP-UX 11i v2, and who are interested in upgrading to Integrity VM
Version 4.0. This document describes the supported upgrade paths and guidelines for upgrading both
the Integrity VM technology and the HP-UX Operating Environment at the same time. It also highlights
the subtleties and possible pitfalls of performing such an upgrade and how to avoid problems.

This paper assumes that the reader has a good knowledge of the HP-UX operating system and is
familiar with the concepts of Integrity Virtual Machines. The reader is encouraged to refer to the
documentation available at the HP Technical documentation website, http://docs.hp.com/.

Upgrade Process Overview
Upgrading to Integrity VM Version 4.0 provides a substantial number of enhancements (see the HP-UX
11i v3 September 2008 Release Notes, available at http://docs.hp.com), but requires substantially
more planning than previous upgrades. This is because the underlying Operating Environment must
be updated at the same time. With careful planning and attention to detail, it is possible to minimize
the amount of interruption to the VM Host and virtual machines. Without this planning, it is almost
inevitable to have unnecessary downtime.

Migration Restrictions
Please read through this section before attempting to upgrade your VM Host. Your VM host
environment MUST comply with all of the requirements in the following list:

– Integrity VM Version 4.0 runs only on HP-UX 11i v3, September 2008 (Update 3 Release) or
later.

– No HFS file systems can be mounted.

– The HP SIM CMS software must not be installed. (This only affects the Central Management
Server (CMS) software, not the providers and agents installed on the managed systems.)

– Virtual Partitions (vPars) must not be installed1.

– The operating system configuration and tunables must not be modified beyond that which is
done automatically by the installation of Integrity VM. This includes, but is not limited to:

o The memory configuration on cell-based servers must be 100% interleaved (ILM).

o Hyper-threading2 must be turned off.

1 Version 4.0 has both install-time and run-time checks to make sure that the host is in a supported configuration. The presence of HP-SIM or vPars
will stop the software from installing and/or running.

2 Newer Integrity servers support “hyper-threading”, a way by which a single CPU core functions almost as two cores. This feature does not work
with Integrity VM.
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Figure 1. Strategies Overview

Once you’ve selected your upgrade approach, you need to choose the appropriate Operating
Environment (OE). HP-UX 11i v3 is now available in a variety of OEs:

– Base OE, which is roughly equivalent to 11i v2’s “Foundation OE” and “Technical
Computing OE”. Anyone who has purchased update services and who currently has either of
those operating environments has the right to receive this.

– High Availability OE, which is roughly equivalent to 11i v2’s Mission Critical OE. None
of the 11i v2 OEs provide the right to receive this (For the update to the Mission Critical OE,
see the Data Center OE, below).

– Virtual Server OE, which is roughly equivalent to 11i v2’s Enterprise OE plus Integrity
Virtual Machines, plus Virtual Partitions, plus the Virtual Server Environment Management Suite.
Anyone who has purchased update services and who currently has the Enterprise OE has the
right to receive this. Please note that although all of these products are on the media, they
cannot all be installed at the same time (more on this below).

– Data Center OE, which contains all of the components of both the High Availability OE,
and the Virtual Server OE. Anyone who has purchased update services and who currently has
the Mission Critical OE has the right to receive this.

You can upgrade to Integrity VM Version 4.0 on top of any of these Operating Environments;
however, there are fewer reboots if you select either the Virtual Server or Data Center OEs. If you do
not select either of these, you need to get the Integrity Virtual Machines software off of the Application
Release (AR) media. The Integrity VM product is no longer distributed on independent media.

In either case, if the Integrity Virtual Machines Manager (VMMGR) Graphical User Interface (GUI)
which “plugs-in” to the System Management Homepage is desired, you need to install it from the
Application Release media. (Assuming you have the September, 2008 (Update 3) Release OE
Media. Later releases of the Operating Environments will have VMMGR included.) The GUI is
installed with the bundle “VMMGR” and does not require a reboot.
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Pre-Upgrade Preparation Steps

Preparing the Integrity server from a Hardware / Firmware Perspective
Before beginning the migration, read the documents HP-UX 11i v3 Read Before Installing or
Updating, and HP-UX 11i v3 Installation and Update Guide (September 2008 (Update 3) versions or
later) to understand the base requirements of HP-UX itself. Also check HP Integrity Virtual Machines
Version 4.0 Installation, Configuration, and Administration (available at http://docs.hp.com)
Appendix A to determine whether the guest operating systems currently in use are supported by 4.0.
Finally, download the HP-UX 11i v2 and 11i v3 Mass Storage Check Utility (msv2v3check) from
http://software.hp.com. While the aforementioned documents specify the hardware and firmware
requirements for 11i v3, the tool implements many of the necessary checks.

It is possible that an upgrade will be feasible, but that extra downtime might be required for the host
in order to update the system and/or IO firmware. Also, it is possible that older IO cards might need
to be replaced.

Performing Basic Preparations
Once the hardware and firmware pass the checks and you have decided to go ahead with the
upgrade, you need to do the following:

– Download and run hpvmupgrade on the VM host to verify that all of the guests are ready for
the upgrade. Be sure to check the ITRC for any hpvmupgrade patches before running the utility.
This tool is part of the VMGuestLib bundle for Integrity VM 3.X and is available both at
http://software.hp.com and on the HP-UX 11i v2 AR media, September 2008 (Update 3
Release) and later. The command:
hpvmupgrade –e

Saves all errors and warnings to:
/var/opt/hpvm/common/hpvmupgrade.{date&time}

A sample of the hpvmupgrade output is in Figure 2, below.

Figure 2. Output from hpvmupgrade

# more /var/opt/hpvm/common/hpvmupgrade.08.07.30.10:58:35
***********************************************
**** 11.31 HPVM guest compatibility report ****
**** Wed Jul 30 10:58:35 MDT 2008 ****
***********************************************
***********************************************

REPORT FOR GUEST vm18
Found no problems with vm18
***********************************************

REPORT FOR GUEST vm19
Warning 1 on item /images/B.11.23.iso: Device file '/images/B.11.23.iso' in use by

another guest.
Warning 2 on item /images/B.11.31.iso: '/images/B.11.31.iso' backing device does not

exist.
***********************************************
******* HPVM guest upgrade log complete *******
***********************************************

– Back up the VM host and all guests. It is particularly important to back up /var/opt/hpvm if
you plan to do a cold migration.

– Gracefully shut down all guests.
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http://docs.hp.com. You can also find a guide to using DRD there – Using the DRD Toolset to Extend
the /stand File System in an LVM Environment.

Getting and Running Update-UX
Once you’ve performed all the preparation steps (backups created, guests shut down, file system sizes
confirmed, etc.), get the appropriate version of update-ux. This software is always on the Operating
Environment media (and in OE depots) in the bundle Update-UX (case is mandatory). To install it,
enter the following command:

swinstall –s /dev/dvd Update-UX

It is a good practice to take advantage of the preview mode (-p). Issues with unexpected file system
growth, incorrect or insufficient update-ux command-line options and other problems are flagged
without modifying the system. If you are updating to an OE that is equivalent to the one currently
installed, it is not necessary to specify it, otherwise such a specification is required. The command
preview verifies your specific situation and indicates exactly what would be updated based on the
command.

Once you’ve run the command preview and you’ve approved the expected result state, you can run
the command in regular mode, which forces a reboot.

If you updated to an Operating Environment that does not contain Integrity VM, insert the Application
Release (AR) media, and use swinstall to install the Integrity VM software. For example, the following
command installs Integrity VM and VMMGR:

swinstall –x autoreboot=true –s /dev/DVD T2767BC VMMGR

Alternatively, if you want to update Integrity VM from the Operating Environment media (not
recommended, the AR media is easier) after the OE itself has been updated, you must first insert
DVD1 and install VMkernelSW:

swinstall –x autoreboot=true –s /dev/DVD VMkernelSW

After that, insert DVD2 and update Integrity VM:

swinstall –x autoreboot=true –s /dev/DVD T2767BC

Please note that updating the software from the OE media like this means that you still need to get
VMmgr. We recommend that you get the latest version via a free download from the web
(http://software.hp.com, search for “VMMGR”). This will place the software as a depot file on your
system. Once it has been downloaded, you may install it with a command line like the following
(assuming the download was to /tmp):

swinstall –x autoreboot=true \
–s /tmp/VMMGR_A.04.00.00.01_HP-UX_B.11.31_IA.depot VMMGR

At this point, check the guests to see that they still boot correctly. Once they are up, ensure that you
have the latest guest kits. The installation media for the latest guest kits are placed on the VM Host
system in /opt/hpvm/guest-images/ for all of the supported guest operating systems. Also make sure
that you have the latest AVIO software for both the host and the guests by checking at
http://software.hp.com. Once you have verified this, install these bundles on each guest.

If you use physical device backed storage (as opposed to file backed or logical volume backed), to
take full advantage of 11i v3’s Agile IO, run hpvmdevtranslate. This process is documented after the
Update Steps, below.
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The workaround is to either use network depots, thus avoiding the DVD drive, or to temporarily
reduce the kernel tunable parameter base_pagesize to 4K, do your installations, and then restore the
parameter to 64K.

Here is an example of using the workaround to install Integrity VM from the VSE-OE media after the
host has already been migrated to HP-UX 11i v3:

1. Install VMKernelSW (and any other desired bundles) from DVD #1:
# swinstall -x autoreboot=true -s <DVD #1> VMKernelSW

2. After system reboots (forced by swinstall in previous step), set base_pagesize to 4k:
# kctune base_pagesize=4

3. Reboot the system

4. Install T2767BC from (and any other desired bundles) DVD #2:
# swinstall -x autoreboot=true -s <DVD #2> T2767BC

5. Reset base_pagesize to 64K:
# kctune base_pagesize=64

6. Reboot the system

If the Guests won’t Start
Two of the more common reasons that VM guests may not start after an upgrade are if hyper-
threading gets enabled or Virtual Partitions are running. Symptoms that may be seen include the
following commands and responses:

Figure 6. Symptoms of Hyper-threading or Virtual Partitions being enabled

# hpvminfo
hpvminfo: Not on an HPVM guest or host.

# hpvmcreate
hpvmcreate: HPVM currently not running.
hpvmcreate: Unable to initialize.
hpvmcreate: Unable to create the guest.

# hpvmnet -c -S mynet -n 0
hpvmnet: HPVM currently not running.
hpvmnet: Unable to continue.

# hpvmcreate -P dev01 -c 2 -r 2G -B manual -l Mmyvm01 FS VM dev01 \
-g group:admin -u user:admin -O HPUX -a disk:scsi::lv:/dev/vgvm01/rdev01 \
-a network:lan::vswitch:
hpvmcreate: HPVM currently not running
hpvmcreate: Unable to initialize
hpvmcreate: Unable to create the guest.

You can tell that the problem is hyper-threading by running the setboot command with no options. If
the system supports hyper-threading and it is enabled, the last two lines of the output will say:

Hyperthreading : ON
: ON (next boot)

You can fix the problem by issuing the commands:

setboot –m; shutdown –r

Conversely, you can tell if the problem is virtual partitions by running the commands:

# /sbin/vecheck; echo $?
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If the return code is 0, then virtual partitions are running. They should be removed with the swremove
command.

Special Considerations for Serviceguard: Rolling Updates
There are two ways that Integrity VM guests can be integrated with Serviceguard. The first way is for
the entire guest to be treated as a single “package”. In this configuration, the VM hosts are cluster
nodes and the guest instance is restarted on a different host in the event of failure. The second way is
for the guest(s) to be cluster nodes themselves and for the various applications running on them to be
the packages. In this case, only the applications are restarted in the event of a VM host (or guest)
failure. A white paper, Designing high-availability solutions with HP Serviceguard and HP Integrity
Virtual Machines, covers both of these configurations in detail.

In either case, it is important to be sure that the Operating Environment, Serviceguard, and Integrity
VM versions are compatible. This is guaranteed if you update to the Data Center Operating
Environment. For all other situations, please refer to the table below:




