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Overview of Highly Available NFS

Highly Available NF$ is a tool kit that allows you to use MC/ServiceGuard
to set up highly available NFS servers.

You must set up an MC/ServiceGuard cluster before you can set up Highly
Available NFS. For instructions on setting up an MC/ServiceGuard cluster,
see theManaging MC/ServiceGuanshanual.

Highly Available NFS is a separately purchased set of configuration files and
control scripts, which you customize for your specific needs. These files,
once installed, are located/wpt/cmcluster/nfs

MC/ServiceGuard allows you to create high availability clusters of HP 9000
Series 800 computers. A high availability computer system allows
applications to continue in spite of a hardware or software failure. Highly
available systems protect users from software failures as well as from failure
of a system processing unit (SPU) or local area network (LAN) component.
In the event that one component fails, the redundant component takes over,
and MC/ServiceGuard coordinates the transfer between components.

An NFS server is a host that “exports” its local directories (makes them
available for client hosts to mount using NFS). On the NFS client, these
mounted directories look to users like part of the client’s local file system.

With highly available NFS, the NFS server package containing the exported
file systems can move to a different node in the cluster in the event of

failure. After MC/ServiceGuard starts the NFS package on the adoptive
node, the NFS file systems are re-exported from the adoptive node with
minimum disruption of service to users. The client side “hangs” until the

NFS server package comes up on the adoptive node. When the service
returns, the user can continue access to the file. You do not need to restart the
client.
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Limitations of Highly Available NFS

The following limitations apply to the use of Highly Available NFS:

File locks are not maintained when an NFS server package moves to a new node.
Any applications that use file locking must reclaim their locks after an NFS server
package fails over. An application that loses its file lock as a result of an NFS
package failover will not be natified. If the server is also an NFS client, any file
locks it holds will be lost.

The Highly Available NFS tool kit available on HP-UX release 10.10 may be
usedonly on release 10.10 or later.

You cannot use Highly Available NFS for an NFS diskless cluster server.

You can use Highly Available NFS only in an MC/ServiceGuard cluster with 4
nodes or fewer.
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Supported Configurations

Highly Available NFS supports the following configurations:
« Simple failover from an active NFS server node to an idle NFS server node.

« Failover from one active NFS server node to another active NFS server node,
where the adoptive node supports more than one NFS package after the failover.

» A host configured as an adoptive node for more than one NFS package. The host
may also be prevented from adopting more than one failed package at a time.

» Cascading failover, where a package may have up to three adoptive nodes.

e Server-to-server cross mounting, where one server may mount another server's
file systems, and the mounts are not interrupted when one server fails.

These configurations are illustrated in the following sections.
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Simple Failover to an Idle NFS Server

Figure 1 shows a simple failover from an active NFS server node to an idle
NFS server node.

Before Failover:

Node_ A Node B

After Failover:

Noge A Node B

Pkg_ 1
disks

Figure 1 Simple Failover to an Idle NFS Server

Node_A is the primary node for NFS server packagg 1. WhenNode_A
fails, Node_B adoptsPkg_1. This means thatode_B locally mounts the
file systems associated witthg_1 and exports them. Bottlode_A and

Node_B must have access to the disks that hold the file systerRkdot .
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Figure 2
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Supported Configurations

Failover from One Active NFS Server to Another

Figure 2 shows a failover from one active NFS server node to another active
NFS server node.

Before Failover:

Node A Node B

|

After Failover: —

I\%A Node B

Pkg_2
disks

—
v

Failover from One Active NFS Server to Another

In Figure 2,Node_A is the primary node fdPkg_1, andNode_B is the
primary node foPkg_2. WhenNode_A fails, Node_B adoptsPkg_1 and
becomes the server for ba®kg_1 andPkg 2.
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Figure 3

Overview of Highly Available NFS
Supported Configurations

A Host Configured as Adoptive Node for Multiple Packages

Figure 3 shows a three-node configuration where one node is the adoptive
node for packages on both of the other nodes. If eitbés_A or Node_C
fails, Node_B adopts the NFS server package from that node.

Before Failover:

Node A

Node B Node C

%
Q

After Failover:

Node B Node C

:

A Host Configured as Adoptive Node for Multiple Packages

WhenNode_A fails, Node_B becomes the server fBkg_1. If Node_C

fails, Node_B will become the server fitkg_2. Alternatively, you can set

the package control option in the NFS control script to prevedd B from
adopting more than one package at a time. With the package control option,
Node_B may adopt the package of the first node that fails, but if the second
node failsNode_B will not adopt its package. The package control option
prevents a node from becoming overloaded by adopting too many packages.
If an adoptive node becomes overloaded, it can fail.
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Cascading Failover, with Three Adoptive Nodes

A package may be configured with up to three adoptive nodes. Figure 4
shows this configuration. Node_A fails, Pkg_1 is adopted bylode_B.
However, ifNode_B is down,Pkg_1 is adopted bylode_C, and ifNode_C

is down,Pkg_1 is adopted byode_D. The adoptive nodes are listed in the
package configuration filéetc/cmcluster/nfs/nfs.conf , in the

order in which they will be tried. Note that all four nodes must have access
to the disks for th€kg_1 file systems.

Before Failover:

Node_A Node_B Node_C Node_D

:
— !
|
|

____________ d e e e e -

After Failover of Node A:

l\><A Node B Node C Node D

Pkg_1 disks

After Failover of Node_B:

r\>a<A %B Node_C Node D

Pkg_1 disks

Figure 4 Cascading Failover, with Three Adoptive Nodes
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Server-to-Server Cross Mounting

Two NFS server nodes may NFS-mount each other’s file systems and still
act as adoptive nodes for each other’s NFS server packages. Figure 5
illustrates this configuration.

Before Failover:

Node A Node B
/Pkg_2/NFS/mountpoint. /Pkg_1/NFS/mountpoint

/Pkg_l/NFS/mountpoint"ﬂ\N\ NFS NFS//Vr /Pkg_2/NFS/mountpoint

/Pkg_1/local/mountpoint [

Pkg_1 disks i

—
~N

—
e—o A

e —— Pkg_2 disk

—
~N

Node B

/1 /Pkg_1/NFS/mountpoint
NES /Pkg_2/NFS/mountpoint

mount NFS mount

\_I /Pkg_. 2/Ioca|/mountp0|nt|

—I /Pkg_l/local/mountpomt|

| P g_l/local/moun\thint|

Pkg_l disks

—_
~N

—
e—o A

Pkg_2 disk

—
~N

Figure 5 Server-to-Server Cross Mounting
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The advantage of server-to-server cross-mounting is that every server has an
identical view of the file systems. The disadvantage is that, on the node
where a file system is locally mounted, the file system is accessed through an
NFS mount, which has poorer performance than a local mount.

Each node NFS-mounts the file systems for both packagésddf A fails,
Node_B mounts the filesystem fétkg_1, and the NFS mounts are not
interrupted.
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How the Control and Monitor Scripts Work

As with all ServiceGuard packages, the control script starts and stops the
NFS package and determines how the package will operate once it becomes
available on a particular node. The control script contains two sets of code
that operate depending on whether the script is called wititahe

parameter or thetop parameter. A template control script is provided in
lopt/cmcluster/nfs/nfs.cntl . “Editing the Control Script (nfs.cntl)”

on page 31 tells you how to modify this template file for your own NFS
packages.

Starting the NFS Services

When called with thetart parameter, the control script does the
following:

e Activates the volume group or volume groups associated with the package.
e Mounts each file system associated with the package.

« Initiates the NFS monitor script to check periodically on the health of NFS
services, if you have configured your NFS package to use the monitor script.

e Exports each file system associated with the package so that it can later be
NFS-mounted by clients.

e Assigns a package IP address to the LAN card on the current node.

After this sequence, the NFS server is active, and clients can NFS-mount the
exported file systems associated with the package.

Halting the NFS Services
When called with thetop parameter, the control script does the following:

* Removes the package IP address from the LAN card on the current node.

» Un-exports all file systems associated with the package so that they can no longer
be NFS-mounted by clients.

» Halts the monitor process.

e Halts therpc.lockd  andrpc.statd daemons to release file locks so that
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file systems can be unmounted. If the server is also an NFS client, any file locks
it holds will be lost.

* Restarts thepc.lockd  andrpc.statd daemons so that they can manage
the file locks for other NFS packages still running on the server.

* Unmounts each file system associated with the package.

» Deactivates each volume group associated with the package.

After this sequence, the NFS package is inactive on the current node and
may start up on an alternate node or be restarted later on the same node.

Monitoring the NFS Services

The monitor scriptetc/cmcluster/nfs/nfs.mon works by

periodically checking the status of NFS services usingpttigfo

command. If any service fails to respond, the script exits, causing a switch to
an adoptive node.

The monitor script monitors only those NFS services configured in the
letc/rc.config.d/nfsconf file to be started at system boot. If you set
theNFS_SERVERariable to 1, the monitor script monitors tiied ,

rpc.lockd , andrpc.statd  processes. (If ongsd process dies or is
killed, the package fails over, even if otihhésd processes are still running.)
If you set thePCNFS_SERVERariable to 1, the monitor script monitors the
pcnfsd process, and if you set tBEART_MOUNTZariable to 1, it monitors
therpc.mountd process.

The default NFS control script does not invoke the monitor script. You do
not have to run the NFS monitor script to use Highly Available NFS. If your
NFS package configuration file specifieg€G_SWITCHING_ENABLED YES
andNET_SWITCHING_ENABLED YE$the defaults), the package will

switch to the next adoptive node or to a standby network interface in the
event of a node or network failure. However, if one of the NFS services goes
down while the node and network remain up, you need the NFS monitor
script to detect the problem and to switch the package to an adoptive node.

Whenever the monitor script detects an event, it logs it to a file with the
same name as your NFS control script but withga extension. Each NFS
package has its own log file. For example, if your control script is called
/etc/cmcluster/nfs/nfs1.cntl , the log file is called
/etc/cmcluster/nfs/nfsl.cntl.log

18
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On the Client Side

The client should NFS-mount a file system using the package name in the
mount command. The package name is associated with the package’s
relocatable IP address. On client systems, be sure to use a hard mount and
set the proper retry values for the mount. Alternatively, set the proper
timeout for automounter. The timeout should be greater than the total
end-to-end recovery time for the highly available NFS package—that is,
runningfsck , mounting file systems, and exporting file systems on the new
node. (With journalled file systems, this time should be between one and two
minutes.) Setting the timeout to a value greater than the recovery time
allows clients to reconnect to the file system after it returns to the cluster on
the new node.

19
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Installing and Configuring Highly Available NFS

This chapter explains how to configure Highly Available NFS. You must set
up your MC/ServiceGuard cluster before you can configure Highly
Available NFS. For instructions on setting up an MC/ServiceGuard cluster,
see theManaging MC/ServiceGuanshanual.

This chapter contains the following sections:

» Installing Highly Available NFS

» Before Creating a Highly Available NFS Package
» Configuring a Highly Available NFS Package

22
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Installing Highly Available NFS

1 Use the HP-UX Software Distributor (SD) to install the Highly Available NFS
file set. Issue the following command to start thesSinstall utility:

lusr/sbin/swinstall

The Software Distributor is documentedvianaging HP-UX Software with
SD-UX

The files will be installed in thiwpt/cmcluster/nfs directory. The
following files are part of the tool kit:

 READMEDescription of the tool kit contents.

« nfs.cntl . The control script that runs and halts the package.
< nfs.conf . The package configuration file.

e nfs.mon . The monitor script.

* nfs_xmnt . A script for handling cross-mounted NFS server packages.

NOTE: If the Highly Available NFS package has previously been installed, the files are in
lopt/cmcluster/toolkit/nfs . Useswremove to remove these files
before installing the latest version of Highly Available NFS.

2 Create a directory callddtc/cmcluster/nfs

3 Issue the following command to copy the Highly Available NFS template files to
the newly createfktc/cmcluster/nfs directory:

cp /opt/cmcluster/nfs/* /etc/cmcluster/nfs
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Before Creating a Highly Available NFS Package
Before creating a Highly Available NFS package, perform the following
tasks:

1 Set up your MC/ServiceGuard cluster according to the instructions in the
Managing MC/ServiceGuanhanual.

2 On the primary node and all adoptive nodes for the NFS package, set the
NFS_SERVERariable to 1 in théetc/rc.config.d/nfsconf file:

NFS_SERVER=1

Do not configure the exported directories in/gte/exports file. When an
NFS server boots up, it attempts to export all file systems in its

letc/exports file. If those file systems are not currently present on the NFS
server node, the node cannot boot properly. This happens if the server is an
adoptive node for a file system, and the file system is available on the server
only after failover of the primary node.

3 If your NFS servers must serve PC clients, seP@RFS SERVERariable to
1 in the/etc/rc.config.d/nfsconf file on the primary node and each
adoptive node:

PCNFS_SERVER=1

If you run the NFS monitor script, setting tRENFS_SERVERariable to 1

will cause the monitor script to monitor thenfsd daemon. Then, if the

pcnfsd daemon fails, your NFS package will fail over to an adoptive node. If
you do not want to monitgrcnfsd , do not run the NFS monitor script, or set
thePCNFS_SERVERariable to 0 and rupcnfsd manually from the

command line.

4 If your NFS servers will also be NFS clients, set$f&ART_MOUNTiZariable
to 1 in theletc/rc.config.d/nfsconf file on the primary node and each
adoptive node:

START_MOUNTD=1
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If you configurerpc.mountd  in the/etc/inetd.conf file, set the
START_MOUNTariable to 0. If th6& TART_MOUNT{ariable is set to 0, the
NFS monitor script will not monitor thgpc.mountd  process. If the
START_MOUNTariable is set to 1, and you run the NFS monitor script, your
NFS package will fail over to an adoptive nodepif.mountd fails.

On the primary node and all adoptive nodes for the NFS package, set the
NUM_NFSDariable in théetc/rc.config.d/nfsconf file to the

number ofnfsd daemons required to support all the NFS packages that could
run on that node at once. It is better to run too nméisy processes than too few.

In general, you should configure a minimum of fofsd processes and at least
two nfsd processes for each exported file system. So, for example, if a node is
the primary node for a package containing two exported file systems, and it is an
adoptive node for another package containing three exported file systems, you
should configure it to run at least &fsd processes:

NUM_NFSD=10

Issue the following command on the primary node and all adoptive nodes to start
the NFS server processes:

/sbin/init.d/nfs.server start

Configure the disk hardware for high availability. Disks must be protected using
HP’s MirrorDisk/UX product or an HP High Availability Disk Array with PV

links. Data disks associated with highly available NFS must be external disks. All
the nodes that support the Highly Available NFS package must have access to the
external disks. For most disks, this means that the disks must be attached to a
shared bus that is connected to all nodes that support the package. For
information on configuring disks, see thianaging MC/ServiceGuanshanual.

Use SAM or LVM commands to set up volume groups, logical volumes, and file
systems as needed for the data that will be exported to clients.

The names of the volume groups must be unique within the cluster, and the
major and minor numbers associated with the volume groups must be the same
on all nodes. In addition, the mounting points and exported file system names
must be the same on all nodes.

The preceding requirements exist because NFS uses the major number, minor
number, inode number, and exported directory as part of a file handle to
uniquely identify each NFS file. If differences exist between the primary and
adoptive nodes, the client’s file handle would no longer point to the correct file

25
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10

11

location after movement of the package to a different node.

It is recommended that filesystems used for NFS be created as journalled file
systems (FStype vxfs). This ensures the fastest recovery time in the event of a
package switch to another node.

Make sure the user IDs and group IDs of those who access the highly available
NFS file system are the same on all nodes that can run the package. Make sure
the/etc/passwd  and/etc/group files are the same on the primary node

and all adoptive nodes, or use NIS to manage the passwd and group databases.
For information on configuring NIS, see thestalling and Administering NFS
Servicesgnanual.

Create an entry for the name of the package in the DNS or NIS name resolution
files, orinfetc/hosts  , so that users will mount the exported file systems from

the correct node. This entry maps the package name to the package’s relocatable
IP address.

Decide whether to place executables locally on each client or on the NFS server.
There are a number of trade-offs to be aware of regarding the location of
executables with Highly Available NFS.

The advantages of keeping executables local to each client are as follows:

* No failover time. If the executables are local to the client, there is no delay if
the NFS server fails.

» Faster access to the executables than accessing them through the network.
The advantage of putting the executables on the NFS server is as follows:

« Executable management. If the executables are located in one centralized
location, the administrator must update only one copy when changes are
made.

If executables are placed on the NFS server, you need to ensure that interrupts
are handled correctly in a highly available environment. The client must mount
the filesystem using th@intr  option. This mount option will ensure that the
executable continues running correctly on the client after a failover of the server
occurs. For example, enter the following command on the NFS client:

mount -0 nointr relocatable_ip :lusr/src /usr/src

whererelocatable _ip is the IP address of the package, arsi/src
represents the mount points of the server and the client, respectively.
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Without thenointr  option, if an interrupt (or SIGKILL , SIGHUPR, SIGINT ,
SIGQUIT, SIGTERM or SIGALRMsignal) is sent to an executable while the
NFS server is failing over, NFS will terminate the executable. This is a standard
feature of NFS that allows interrupts such as ~C to kill a “hung” client
executable if the NFS server is down. Specifyingihi@tr  option resolves

this problem. See thmount_nfs (1M) man page for more information.
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Configuring a Highly Available NFS Package

To configure a highly available NFS package, complete the following tasks,
described in this section:

» Copying the Template Files

» Editing the Package Configuration File (nfs.conf)

» Editing the Control Script (nfs.cntl)

» Configuring Server-to-Server Cross-Mounts (Optional)

» Creating the MC/ServiceGuard Binary Configuration File

Copying the Template Files

If you will run only one highly available NFS package in your
MC/ServiceGuard cluster, you do not have to copy the template files.
However, if you will run multiple highly available NFS packages, each
package must have its own package configuration file and control script.

For each highly available NFS package you will run, make a copy of the
package configuration filafs.conf ) and the control scriptfs.cntl )
with a unique name, as in the following example:

cd /etc/cmcluster/nfs
cp nfs.conf nfsl.conf
cp nfs.conf nfs2.conf
cp nfs.cntl nfsl.cntl
cp nfs.cntl nfs2.cntl
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Editing the Package Configuration File (nfs.conf)
1 Set thePACKAGE_NAMEriable.

PACKAGE_NAME pkg01

You can use the default package name if you will run only one Highly Available
NFS package on your MC/ServiceGuard cluster. Each package must have a
unigue name.

2 Create &NODE_NAMf#ariable for each node that will run the package. The first
NODE_NAMEhould specify the primary node. All the®ODE_NAMfzariables
following the primary node should specify the adoptive nodes, in the order in
which they will be tried.

NODE_NAME thyme
NODE_NAME basil
NODE_NAME sage

3 SettheRUN_SCRIPTandHALT_ SCRIPTvariables to the full path name of the
control script fetc/cmcluster/nfs/nfs.cntl or whatever you have
renamed it). You do not have to specify a timeout for either script.

RUN_SCRIPT /etc/cmcluster/nfs/nfs1.cntl
RUN_SCRIPT_TIMEOUT NO_TIMEOUT
HALT_SCRIPT /etc/cmcluster/nfs/nfs1.cntl
HALT_SCRIPT_TIMEOUT NO_TIMEOUT

4 If you want to run the NFS monitor script, set 8RVICE_NAMFEariable to
indicate the NFS monitor script:

SERVICE_NAME nfs1.monitor

Each package must have a unique service nameSER¥ICE_NAMEariable
in the package configuration file must matchi_SERVICE_NAME
variable in the control script.

If you do not wish to run the NFS monitor script, comment out the
SERVICE_NAMH®ariable:

# SERVICE_NAME nfs.monitor

29



Installing and Configuring Highly Available NFS
Configuring a Highly Available NFS Package

You do not have to run the NFS monitor script. If your NFS package
configuration file specifieBKG_SWITCHING_ENABLED YESnd
NET_SWITCHING_ENABLED YE®he defaults), the package will switch to

the next adoptive node or to a standby network interface in the event of a node or
network failure. The NFS monitor script causes the package to fail over if any of
the monitored NFS services fails. NFS services are monitored if they are
configured in théetc/rc.config.d/nfsconf file to be started at system
boot. If you set th&lFS_SERVERariable to 1, thafsd , rpc.lockd , and
rpc.statd processes are monitored. If you setR@NFS_SERVERariable

to 1, thepcnfsd process is monitored. If you set BREART_MOUNTZariable

to 1, therpc.mountd process is monitored.

Set theSUBNETvariable to the subnet that will be monitored for the package, as
in the following example:

SUBNET 15.13.112.0

You can use the default values for the rest of the variables in the package
configuration file, or you can change them as needed. For instructions on
modifying the default values, see thianaging MC/ServiceGuanhanual,

or read the comments in thgt/cmcluster/nfs/nfs.conf template

file.
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Editing the Control Script (nfs.cntl)

1 Create a separa¥és[n] variable for each volume group, as in the following
example:

VG[0]=/dev/vg01
VG[1]=/devivg02

2 Create a separat&/[ n] andFS[ n] variable for each volume group and file
system that will be mounted on the server, as in the following example:

LV[0]=/dev/vg01/lvol1;FS[0]=/ha_root
LV[1]=/dev/vg01/lvol2;FS[1]=/users/scaf
LV[2]=/dev/vg02/lvoll;FS[2]=/ha_data

3 Create a separa¥FS[ n] variable for each NFS directory to be exported.
Specify the directory name and any export options. Following is an example:

XFS[0]="/ha_root”
XFS[1]="/users/scaf”
XFS|[2]="-0 ro /ha_data”

Do not configure these exported directories inébeexports file. When

an NFS server boots up, it attempts to export all file systems in its
/etc/exports file. If those file systems are not currently present on the NFS
server node, the node cannot boot properly. This happens if the server is an
adoptive node for a file system, and the file system is available on the server
only after failover of the primary node.

4 Specify the IP address for the package and the address of the subnet to which the
IP address belongs, as in the following example:

IP[0]=15.13.114.243
SUBNET[0]=15.13.112.0

The IP address you specify is the relocatable IP address for the package. NFS
clients that mount the file systems in the package will use this IP address to
identify the server. You should configure a name for this address in the DNS or
NIS database, or in thetc/hosts file.

5 If you want to run the NFS monitor script, set MieS_SERVICE_NAME
variable to the value of tHteERVICE_NAMHRariable in the package
configuration file, as in the following example. Each package must have a unique
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service name.

NFS_SERVICE_NAME[0]=nfs1.monitor

If you do not want to run the NFS monitor script, comment out the
NFS_SERVICE_NAMBNANFS_SERVICE_CMDariables:

# NFS_SERVICE_NAME[0]=nfs.monitor
# NFS_SERVICE_CMDI0]=/etc/cmcluster/nfs/nfs.mon

By default, theNFS_SERVICE_NAMBNdNFS_SERVICE_CMDariables are
commented out, and the NFS monitor script is not run.

You do not have to run the NFS monitor script. If your NFS package
configuration file specifieBKG_SWITCHING_ENABLED YES&nd
NET_SWITCHING_ENABLED YE&he defaults), the package will switch to

the next adoptive node or to a standby network interface in the event of a node or
network failure. The NFS monitor script causes the package to fail over if any of
the monitored NFS services fails. NFS services are monitored if they are
configured in théetc/rc.config.d/nfsconf file to be started at system
boot. If you set th&lFS_SERVERariable to 1, thafsd , rpc.lockd , and
rpc.statd processes are monitored. If you setR@NFS_SERVERariable

to 1, thepcnfsd process is monitored. If you set BREART_MOUNTZariable

to 1, therpc.mountd process is monitored.

If you will run the NFS monitor script, set thé=S_SERVICE_CMDariable to
the full path name of the NFS monitor script, as in the following example:

NFS_SERVICE_CMD|0]=/etc/cmcluster/nfs/nfs.mon

The path name for the executable script does not have to be unique to each
package. Every package can use the same script. Multiple instances of the
monitor script can run on the same node without any problems, and if a package
fails over, only the instance associated with that package is killed.

If you do not want to run the NFS monitor script, comment out the
NFS_SERVICE_NAMENdANFS_SERVICE_CMDariables:

# NFS_SERVICE_NAME[0]=nfs.monitor
# NFS_SERVICE_CMDI0]=/etc/cmcluster/nfs/nfs.mon
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By default, theNFS_SERVICE_NAMBNndNFS_SERVICE_CMDariables are
commented out, and the NFS monitor script is not run.

If two packages have the same adoptive node, and you want to prevent the
adoptive node from adopting both packages at once, specifyniedpkg
command with the package control optied ) in the
customer_defined_run_cmds , as in the following example:

function customer_defined_run_cmds

cmmodpkg -d -n ‘hostname’ pkg02 &

The package control option can prevent an adoptive node from becoming
overloaded when multiple packages fail over. If an adoptive node becomes
overloaded, it can fail.

In this example, if a host is an adoptive node for lpatf01 andpkg02 , the
abovecmmodpkg -d command, in the control script fpkg01 , would

prevent the host that is runnipgg01 from adoptingpkg02 . A similar line in
the control script fopkg02 could prevent the host that is runnipig02 from
adoptingpkg01 . The ampersand (&) causes tihemodpkg command to run in
the background. It must run in the background to allow the control script to
finish bringing up the package. Tommodpkg command will hang until the
package is up, so it must run in the background to allow the control script to
complete.

There is a short time, after one package has failed over but before the
cmmodpkg command has executed, when the other package can fail over and
the host will adopt it. In other words, if two packages fail over at approximately
the same time, a host may adopt both packages, even though the package control
option is specified.

See “One Adoptive Node for Two Packages” on page 50 for a sample
configuration using the package control option.

You can use the default values for the rest of the variables in the NFS control
script, or you can change them as needed. For instructions on modifying the
default values, see tidanaging MC/ServiceGuanmhanual, or read the
comments in théopt/cmcluster/nfs/nfs.cntl template file.
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Configuring Server-to-Server Cross-Mounts (Optional)

Two NFS server nodes may NFS-mount each other’s file systems and still
act as adoptive nodes for each other’s NFS server packages. Figure 6
illustrates this configuration.

Before Failover:

Node A Node B
/Pkg_2/NFS/mountpoint. /Pkg_1/NFS/mountpoint

/Pkg_1/NFS/mountpoint NFS NFS //Vr IPkg_2/NFS/mountpoint
Fg Mmount mount

NFS
mount

mount

/Pkg_2/local/mountpoint
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—
~N
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/1 /Pkg_1/NFS/mountpoint
NES /Pkg_2/NFS/mountpoint

mount NFS mount

\.I /Pkg_. 2/Ioca|/mountp0|nt|
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Figure 6 Server-to-Server Cross-Mounting
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The advantage of server-to-server cross-mounting is that every server has an
identical view of the file systems. The disadvantage is that, on the node
where a file system is locally mounted, the file system is accessed through an
NFS mount, which has poorer performance than a local mount.

In order to make a highly available file system available to all servers, all
servers must NFS-mount the file system. That way, access to the file system
is not interrupted when the package fails over to an adoptive node. An
adoptive node cannot access the file system through the local mount,
because it would have to unmount the NFS-mounted file system before it
could mount it locally. And in order to unmount the NFS-mounted file
system, it would have to kill all processes using the file system.

Follow these steps to set up an NFS package with file systems that are
NFS-mounted by highly available NFS servers:

1 Make a copy of théetc/cmcluster/nfs/nfs_xmnt script:

cd /etc/cmcluster/nfs
cp nfs_xmnt nfs1_xmnt

2 Inthe copy of thefs_xmnt script, create aBNFS[n] andCNFS[n] variable
for each file system in the package that will be NFS-mounted by servers. The
SNFS[n] variable is the server location of the file system, andCRES|[n]
variable is the client mount point of the file system.

SNFS[0]="nfs1:/hanfs/nfsu011”;CNFS[0]="/nfs/nfsu011"

In this example, rifs1 " is the name that maps to the package’s relocatable IP
address. It must be configured in the name service used by the server (DNS,
NIS, or thefetc/hosts file).

If a server for the package will NFS-mount the package’s file systems, the client
mount point CNFS mustbe different from the server locaticBNFS.

3 Copy the script you have just modified to all the servers that will NFS-mount the
file systems in the package.

4 After the package is active on the primary node, executefshe&mnt script
on each server that will NFS-mount the file systems:

letc/cmcluster/nfs/nfsl_xmnt start
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Hewlett-Packard recommends that you executathexmnt script from the
command line after the package is active on the primary node. However, you can
configure thenfs_xmnt script to be executed by the NFS control script in the
customer_defined_run_cmds function, as in the following example:

function customer_defined_run_cmds

/etc/cmcluster/nfs/nfsl_xmnt start
remsh sage /etc/cmcluster/nfs/nfsl_xmnt start

}

The second line in the function invokesnsh to run thenfs_xmnt script on
remote hossage .

Running thenfs_xmnt script from the NFS control script guarantees that the
package is active before theount command executes. It prevents
cross-mounted servers from becoming deadlocked while each server hangs on
themount command, waiting for the other server’s package to become active.
However, if the package fails to activate, or iftemsh command fails, the file
systems will not be mounted, and no error will be returned. The only way to be
sure the file systems are mounted successfully is to rurffgshemnt script
manually on each host where the file systems should be mounted.

For an example of a configuration with cross-mounted servers, see “Two
Servers with NFS Cross-Mounts” on page 64.
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Creating the MC/ServiceGuard Binary Configuration File

1 Use thecmapplyconf command to verify the content of your cluster and
package configuration and to copy the binary configuration file to all the nodes
in the cluster. In the following example, the cluster configuration file is
/etc/cmcluster/cluster.conf , and the NFS package configuration file
is /etc/cmcluster/nfs/nfs.conf . On your system, use the names of
your own cluster configuration and package configuration files.

# cmapplyconf -v -C /etc/cmcluster/cluster.conf \
-P /etc/cmcluster/nfs/nfs.conf

2 Use your favorite copy utility (for examplftp orrcp ) to copy the package
control and monitor scripts to the same path names on all the nodes in the cluster.
For example, to copy the files from hdisgme to hostbasil , issue the
following command from hoghyme :

# rcp /etc/cmcluster/nfs/* basil:/etc/cmcluster/nfs
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This chapter gives sample cluster configuration files, package configuration
files, and control scripts for the following configurations:

Three-server mutual takeover. This configuration has three servers and three
highly available NFS packages. Each server is the primary node for one package
and an adoptive node for the other two packages.

One adoptive node for two packages. This configuration has two packages, each
owned by a different server. A third server is the adoptive node for both packages.
This sample configuration uses the package control option, which prevents the
adoptive node from adopting more than one package at a time.

Three-server cascading failover. This configuration has three servers and two
packages. One server is the primary node for both packages, and the other two
servers are adoptive nodes for both packages.

Two servers with NFS cross-mounts. This configuration has two servers and two
packages. The primary node for each package NFS-mounts the file systems from
its own package and the other package.

The sample configuration files in this chapter show only the configured
values. Most of the comments have been omitted.
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Three-Server Mutual Takeover

This configuration has three servers and three highly available NFS
packages. Each server is the primary node for one package and an adoptive
node for the other two packages. Figure 7 illustrates this configuration.
Dotted lines indicate which servers are adoptive nodes for the packages.
Figure 8 illustrates the configuration after hieesdil  fails.

thyme basil sage

pkgO01
IP=15.13.114.243
VG[0] = nfsu01
LV[0] = /dev/nfsu01/lvoll
FS[O] = /hanfs/nfsu011
XFSI[0] = /hanfs/nfsu011

pkg02
IP =15.13.114.244
VG[0] = nfsu02

LV[0] = /dev/Infsu02/lvoll | _______
FS[0] = /hanfs/nfsu021
XFS[0] = /hanfs/nfsu021

pkg03
IP =15.13.114.245
VG[0] = nfsu03
LV[O] = /dev/nfsu03/Ilvoll
FS[0] = /hanfs/nfsu031
XFSJ[0] = /hanfs/nfsu031

Figure 7 Three-Server Mutual Takeover
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Figure 8 shows the three-server mutual takeover configuration after host
basil has failed and hoshge has adoptedkg02 . Dotted lines indicate
which servers are adoptive nodes for the packages.

thyme basil sage

pkg01
IP =15.13.114.243
VG[0] = nfsu01
LV[O] = /dev/nfsuOl/lvoll | -—-—-—-— oo o m e e e e e mmm 4
FS[0] = /hanfs/nfsu011

XFS[0] = /hanfs/nfsu011

pkg02
IP =15.13.114.244
VG[0] = nfsu02
LV[0] = /dev/nfsu02/lvoll
FS[0] = /hanfs/nfsu021
XFSJ[0] = /hanfs/nfsu021

)
J
)
)

IP =15.13.114.245
VG[0] = nfsu03
LV[0] = /dev/nfsu03/lvoll
FS[0] = /hanfs/nfsu031
XFS[0] = /hanfs/nfsu031

Figure 8 Three-Server Mutual Takeover After One Server Fails
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Cluster Configuration File for Three-Server Mutual Takeover

This section shows the cluster configuration filaster.conf ) for this
configuration example. The comments are not shown.

CLUSTER_NAME MutTakOvr
FIRST_CLUSTER_LOCK_VG /dev/nfsu01

NODE_NAME thyme
NETWORK_INTERFACE lan0
HEARTBEAT_IP 15.13.119.146
NETWORK_INTERFACE lanl
FIRST_CLUSTER_LOCK_PV /dev/dsk/cOt1dO

NODE_NAME basil
NETWORK_INTERFACE lan0
HEARTBEAT_IP 15.13.113.168
FIRST_CLUSTER_LOCK_PV /dev/dsk/c1t1dO

NODE_NAME sage
NETWORK_INTERFACE lan0
HEARTBEAT_IP 15.13.115.184
NETWORK_INTERFACE lanl
NETWORK_INTERFACE lan2
NETWORK_INTERFACE lan3
FIRST_CLUSTER_LOCK_PV /dev/dsk/c0t1dO

HEARTBEAT_INTERVAL 1000000
NODE_TIMEOUT 2000000

AUTO_START_TIMEOUT 600000000
NETWORK_POLLING_INTERVAL 2000000

VOLUME_GROUP /devinfsu01
VOLUME_GROUP /devinfsu02
VOLUME_GROUP /devinfsu03
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Package Configuration File for pkg01

This section shows the package configuration fif&l (conf

packagepkgO1l in this sample configuration. The comments are not shown.

) for the

PACKAGE_NAME pkg01

NODE_NAME thyme

NODE_NAME basil

NODE_NAME sage

RUN_SCRIPT /etc/cmcluster/nfs/nfsl.cntl
RUN_SCRIPT_TIMEOUT NO_TIMEOUT
HALT_SCRIPT /etc/cmcluster/nfs/nfsl.cntl

HALT_SCRIPT_TIMEOUT NO_TIMEOUT
SERVICE_NAME nfs1l.monitor
SERVICE_FAIL_FAST_ENABLED NO
SERVICE_HALT_TIMEOUT 300

SUBNET 15.13.112.0
PKG_SWITCHING_ENABLED YES
NET_SWITCHING_ENABLED YES

NODE_FAIL_FAST_ENABLED NO
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NFS Control Script for pkg01

This section shows the NFS control scriggs{.cntl ) for the package

pkgO1 in this sample configuration. Only the user-configured part of the
script is shown; the executable part of the script and most of the comments
have been omitted.

PATH=/sbin:/usr/bin:/usr/sbin:/etc:/bin
#VGCHANGE="vgchange -ae -q n”
#VGCHANGE="vgchange -a y”
VGCHANGE="vgchange -a e” # Default
VG[0]=nfsu01

LV[0]=/dev/nfsu01/Ivoll; FS[0]=/hanfs/nfsu011
XFS[0]=/hanfs/nfsu011

IP[0]=15.13.114.243
SUBNET[0]=15.13.112.0

NFS_SERVICE_NAME[0]="nfs1.monitor"
NFS_SERVICE_CMD|0]="/etc/cmcluster/nfs/nfs.mon”
#NFS_SERVICE_RESTART[0]=
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Package Configuration File for pkg02

This section shows the package configuration ffile2(conf

packagepkg02 in this sample configuration. The comments are not shown.

) for the

PACKAGE_NAME pkg02

NODE_NAME basil

NODE_NAME sage

NODE_NAME thyme

RUN_SCRIPT /etc/cmcluster/nfs/nfs2.cntl
RUN_SCRIPT_TIMEOUT NO_TIMEOUT
HALT_SCRIPT /etc/cmcluster/nfs/nfs2.cntl

HALT_SCRIPT_TIMEOUT NO_TIMEOUT
SERVICE_NAME nfs2.monitor
SERVICE_FAIL_FAST_ENABLED NO
SERVICE_HALT_TIMEOUT 300

SUBNET 15.13.112.0
PKG_SWITCHING_ENABLED YES
NET_SWITCHING_ENABLED YES

NODE_FAIL_FAST_ENABLED NO
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NFS Control Script for pkg02

This section shows the NFS control scriggg2.cntl ) for the package

pkg02 in this sample configuration. Only the user-configured part of the
script is shown; the executable part of the script and most of the comments
have been omitted.

PATH=/sbin:/usr/bin:/usr/sbin:/etc:/bin
#VGCHANGE="vgchange -ae -q n”
#VGCHANGE="vgchange -a y”
VGCHANGE="vgchange -a e” # Default
VG[0]=nfsu02

LV[0]=/dev/nfsu02/Ilvoll; FS[0]=/hanfs/nfsu021
XFS[0]=/hanfs/nfsu021

IP[0]=15.13.112.244
SUBNET[0]=15.13.112.0

NFS_SERVICE_NAME[0]="nfs2.monitor"
NFS_SERVICE_CMD|0]="/etc/cmcluster/nfs/nfs.mon”
#NFS_SERVICE_RESTART[0]=
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Package Configuration File for pkg03

This section shows the package configuration fil&3(conf

packagepkg03 in this sample configuration. The comments are not shown.

) for the

PACKAGE_NAME pkg03

NODE_NAME sage

NODE_NAME thyme

NODE_NAME basil

RUN_SCRIPT /etc/cmcluster/nfs/nfs3.cntl
RUN_SCRIPT_TIMEOUT NO_TIMEOUT
HALT_SCRIPT /etc/cmcluster/nfs/nfs3.cntl

HALT_SCRIPT_TIMEOUT NO_TIMEOUT
SERVICE_NAME nfs3.monitor
SERVICE_FAIL_FAST_ENABLED NO
SERVICE_HALT_TIMEOUT 300

SUBNET 15.13.112.0
PKG_SWITCHING_ENABLED YES
NET_SWITCHING_ENABLED YES

NODE_FAIL_FAST_ENABLED NO

48




Sample Configurations
Three-Server Mutual Takeover

NFS Control Script for pkg03

This section shows the NFS control scrigg8.cntl ) for the package

pkg03 in this sample configuration. Only the user-configured part of the
script is shown; the executable part of the script and most of the comments
have been omitted.

PATH=/sbin:/usr/bin:/usr/sbin:/etc:/bin
#VGCHANGE="vgchange -ae -q n”
#VGCHANGE="vgchange -a y”
VGCHANGE="vgchange -a e” # Default
VG[0]=nfsu03

LV[0]=/dev/nfsu03/Ivoll; FS[0]=/hanfs/nfsu031
XFS[0]=/hanfs/nfsu031

IP[0]=15.13.114.245
SUBNET[0]=15.13.112.0

NFS_SERVICE_NAME[0]="nfs3.monitor"
NFS_SERVICE_CMD|0]="/etc/cmcluster/nfs/nfs.mon”
#NFS_SERVICE_RESTART[0]=
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One Adoptive Node for Two Packages

This configuration has two packages, each owned by a different server. The
adoptive node for both packages is the same host. This sample configuration
uses the package control option, which prevents the adoptive node from
adopting another package if it has already adopted one. Figure 9 illustrates
this configuration. Figure 10 shows the same configuration after one primary
server has failed.

thyme sage basil
S
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
pkg01 ! ! pkg02
IP=15.13.114.243 I I IP=15.13.114.244
VG[0] = nfsu01 s __1 vo[0]=nfsu02
LV[0] = /dev/nfsu01/lvoll LV[0] = /dev/nfsu02/Ivoll
FS[0] = /hanfs/nfsu011 FS[0] = /hanfs/nfsu021
XFS[0] = /hanfs/nfsu011 XFS[0] = /hanfs/nfsu021
Figure 9 One Adoptive Node for Two Packages
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Figure 10 shows this sample configuration after hasit has failed. Host
sage has adoptedkg02 . The package control option prevents rsagfe
from adopting another package, so hwasje is no longer an adoptive node

for pkg01 .
thyme sage basil
pkgO1 pkg02
IP=15.13.113.243 IP=15.13.114.244
VG[0] = nfsu01 _ VG[0] = nfsu02
LV[O] = /dev/nfsu01/Ivoll LV[O] = /dev/nfsu02/lvoll
FS[0] = /hanfs/nfsu011 FS[0] = /hanfs/nfsu021
XFSJ[0] = /hanfs/nfsu011 XFS[0] = /hanfs/nfsu021
Figure 10 One Adoptive Node for Two Packages After One Server Fails
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Cluster Configuration File for Adoptive Node for Two Packages

This section shows the cluster configuration filaster.conf ) for this
configuration example. The comments are not shown.

CLUSTER_NAME PkgCitrl
FIRST_CLUSTER_LOCK_VG /dev/nfsu01

NODE_NAME thyme
NETWORK_INTERFACE lan0
HEARTBEAT_IP 15.13.119.146
NETWORK_INTERFACE lanl
FIRST_CLUSTER_LOCK_PV /dev/dsk/cOt1dO

NODE_NAME basil
NETWORK_INTERFACE lan0
HEARTBEAT_IP 15.13.113.168
FIRST_CLUSTER_LOCK_PV /dev/dsk/c1t1dO

NODE_NAME sage
NETWORK_INTERFACE lan0O
HEARTBEAT_IP 15.13.115.184
NETWORK_INTERFACE lanl
NETWORK_INTERFACE lan2
NETWORK_INTERFACE lan3
FIRST_CLUSTER_LOCK_PV /dev/dsk/c0t1dO

HEARTBEAT_INTERVAL 1000000
NODE_TIMEOUT 2000000

AUTO_START_TIMEOUT 600000000
NETWORK_POLLING_INTERVAL 2000000

VOLUME_GROUP /dev/nfsu01
VOLUME_GROUP /dev/nfsu02
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Package Configuration File for pkg01

This section shows the package configuration ffilel(conf ) for the
packagepkgO1l in this sample configuration. The comments are not shown.

PACKAGE_NAME pkg01

NODE_NAME thyme

NODE_NAME sage

RUN_SCRIPT /etc/cmcluster/nfs/nfsl.cntl
RUN_SCRIPT_TIMEOUT NO_TIMEOUT
HALT _SCRIPT /etc/cmcluster/nfs/nfsl.cntl

HALT_SCRIPT_TIMEOUT NO_TIMEOUT
SERVICE_NAME nfsl.monitor
SERVICE_FAIL_FAST_ENABLED NO
SERVICE_HALT_TIMEOUT 300

SUBNET 15.13.112.0
PKG_SWITCHING_ENABLED YES
NET_SWITCHING_ENABLED YES

NODE_FAIL_FAST_ENABLED NO
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NFS Control Script for pkg01

This section shows the NFS control scriggs{.cntl ) for the package

pkgO1 in this sample configuration. Only the user-configured part of the
script is shown; the executable part of the script and most of the comments
have been omitted.

PATH=/sbin:/usr/bin:/usr/sbin:/etc:/bin
#VGCHANGE="vgchange -ae -q n”
#VGCHANGE="vgchange -a y”
VGCHANGE="vgchange -a e” # Default
VG[0]=nfsu01

LV[0]=/dev/nfsu01/Ilvoll; FS[0]=/hanfs/nfsu011
XFS[0]=/hanfs/nfsu011

IP[0]=15.13.114.243
SUBNET[0]=15.13.112.0

NFS_SERVICE_NAME[0]="nfs1.monitor"
NFS_SERVICE_CMD|0]="/etc/cmcluster/nfs/nfs.mon”
#NFS_SERVICE_RESTARTI0]=

function customer_defined_run_cmds

cmmodpkg -d -n ‘hostname’ pkg02 &

The functioncustomer_defined_run_cmds calls thecmmodpkg
command with the package control optiesh ), This command prevents the
host that is runningkg01 from adoptingpkg02 . The ampersand (&) causes
thecmmodpkg command to run in the background. It must run in the
background to allow the control script to complete.

There is a short time, after one primary node has failed but before the
cmmodpkg command has executed, when the other primary node can fail
and the adoptive node will adopt its package. In other words, iftotie
andbasil fail at approximately the same time, hesje may adopt two
packages, even though the package control option is specified.

If you omit thecmmodpkg -d command from the NFS control script, host
sage can adopt bothkg01 andpkg02 if their primary nodes fail.
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Package Configuration File for pkg02

This section shows the package configuration ffile2(conf ) for the
packagepkg02 in this sample configuration. The comments are not shown.

PACKAGE_NAME pkg02

NODE_NAME basil

NODE_NAME sage

RUN_SCRIPT /etc/cmcluster/nfs/nfs2.cntl
RUN_SCRIPT_TIMEOUT NO_TIMEOUT
HALT _SCRIPT /etc/cmcluster/nfs/nfs2.cntl

HALT_SCRIPT_TIMEOUT NO_TIMEOUT
SERVICE_NAME nfs2.monitor
SERVICE_FAIL_FAST_ENABLED NO
SERVICE_HALT_TIMEOUT 300

SUBNET 15.13.112.0
PKG_SWITCHING_ENABLED YES
NET_SWITCHING_ENABLED YES

NODE_FAIL_FAST_ENABLED NO
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NFS Control Script for pkg02

This section shows the NFS control scriggg2.cntl ) for the package

pkg02 in this sample configuration. Only the user-configured part of the
script is shown; the executable part of the script and most of the comments
have been omitted.

PATH=/sbin:/usr/bin:/usr/sbin:/etc:/bin
#VGCHANGE="vgchange -ae -q n”
#VGCHANGE="vgchange -a y”
VGCHANGE="vgchange -a e” # Default
VG[0]=nfsu02

LV[0]=/dev/nfsu02/Ilvoll; FS[0]=/hanfs/nfsu021
XFS[0]=/hanfs/nfsu021

IP[0]=15.13.114.244
SUBNET[0]=15.13.112.0

NFS_SERVICE_NAME[0]="nfs2.monitor"
NFS_SERVICE_CMD|0]="/etc/cmcluster/nfs/nfs.mon”
#NFS_SERVICE_RESTARTI0]=

function customer_defined_run_cmds

cmmodpkg -d -n ‘hostname’ pkg01 &

The functioncustomer_defined_run_cmds calls thecmmodpkg
command with the package control optiesh ), This command prevents the
host that is runningkg02 from adoptingpkg01 . The ampersand (&) causes
thecmmodpkg command to run in the background. It must run in the
background to allow the control script to complete.

There is a short time, after one primary node has failed but before the
cmmodpkg command has executed, when the other primary node can fail
and the adoptive node will adopt its package. In other words, iftotie
andbasil fail at approximately the same time, hesje may adopt two
packages, even though the package control option is specified.

If you omit thecmmodpkg -d command from the NFS control script, host
sage can adopt bothkg01 andpkg02 if their primary nodes fail.
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Three-Server Cascading Failover

This configuration has two packages and three servers. One server is the
primary node for both packages. The other servers are adoptive nodes for the
two packages. Figure 11 illustrates this configuration. Dotted lines indicate
which servers are adoptive nodes for the packages. Figure 12 illustrates the
configuration after hoshyme fails.

thyme basil sage

pkgO01
IP=15.13.114.243
VG[0] = nfsu01
LV[0] = /dev/nfsu01/lvoll
FS[O] = /hanfs/nfsu011
XFSI[0] = /hanfs/nfsu011

pkg02
IP =15.13.114.244
VG[0] = nfsu02
LV[0] = /dev/nfsu02/lvoll
FS[0] = /hanfs/nfsu021
XFS[0] = /hanfs/nfsu021

Figure 11 Cascading Failover with Three Servers
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Figure 12 shows the cascading failover configuration aftertgst has
failed. Hostbasil is the first adoptive node configured 01 , and host
sage is the first adoptive node configured o2 .

basil sage

,,
P-4
¢

pkgO1
IP=15.13.114.243
VG[0] = nfsu01

LV[0] = /devinfsu0L/lvoll J

FS[0] = /hanfs/nfsu011
XFS[0] = /hanfs/nfsu011

pkg02

IP = 15.13.114.244
VG[0] = nfsu02 !
LV[O] = /dev/nfsu02/vol |

FS[0] = /hanfs/nfsu021 j

XFS[0] = /hanfs/nfsu021

Figure 12 Cascading Failover with Three Servers After One Server Fails

58



Sample Configurations

Three-Server Cascading Failover

Cluster Configuration File for Three-Server Cascading Failover

This section shows the cluster configuration filaster.conf ) for this
configuration example. The comments are not shown.

CLUSTER_NAME Cascading
FIRST_CLUSTER_LOCK_VG /dev/nfsu01

NODE_NAME thyme
NETWORK_INTERFACE lan0
HEARTBEAT_IP 15.13.119.146
NETWORK_INTERFACE lanl
FIRST_CLUSTER_LOCK_PV /dev/dsk/cOt1dO

NODE_NAME basil
NETWORK_INTERFACE lan0
HEARTBEAT_IP 15.13.113.168
FIRST_CLUSTER_LOCK_PV /dev/dsk/c1t1dO

NODE_NAME sage
NETWORK_INTERFACE lan0
HEARTBEAT_IP 15.13.115.184
NETWORK_INTERFACE lanl
NETWORK_INTERFACE lan2
NETWORK_INTERFACE lan3
FIRST_CLUSTER_LOCK_PV /dev/dsk/c0t1dO

HEARTBEAT_INTERVAL 1000000
NODE_TIMEOUT 2000000

AUTO_START_TIMEOUT 600000000
NETWORK_POLLING_INTERVAL 2000000

VOLUME_GROUP /dev/nfsu01
VOLUME_GROUP /dev/nfsu02
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Package Configuration File for pkg01

This section shows the package configuration ffilel(conf ) for the
packagepkgO1l in this sample configuration. The comments are not shown.

PACKAGE_NAME pkg01

NODE_NAME thyme

NODE_NAME basil

NODE_NAME sage

RUN_SCRIPT /etc/cmcluster/nfs/nfsl.cntl
RUN_SCRIPT_TIMEOUT NO_TIMEOUT
HALT_SCRIPT /etc/cmcluster/nfs/nfsl.cntl

HALT_SCRIPT_TIMEOUT NO_TIMEOUT
SERVICE_NAME nfs1l.monitor
SERVICE_FAIL_FAST_ENABLED NO
SERVICE_HALT_TIMEOUT 300

SUBNET 15.13.112.0
PKG_SWITCHING_ENABLED YES
NET_SWITCHING_ENABLED YES

NODE_FAIL_FAST_ENABLED NO
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NFS Control Script for pkg01

This section shows the NFS control scriggs{.cntl ) for the package

pkgO1 in this sample configuration. Only the user-configured part of the
script is shown; the executable part of the script and most of the comments
have been omitted.

PATH=/sbin:/usr/bin:/usr/sbin:/etc:/bin
#VGCHANGE="vgchange -ae -q n”
#VGCHANGE="vgchange -a y”
VGCHANGE="vgchange -a e” # Default
VG[0]=nfsu01

LV[0]=/dev/nfsu01/Ivoll; FS[0]=/hanfs/nfsu011
XFS[0]=/hanfs/nfsu011

IP[0]=15.13.114.243
SUBNET[0]=15.13.112.0

NFS_SERVICE_NAME[0]="nfs1.monitor"
NFS_SERVICE_CMD|0]="/etc/cmcluster/nfs/nfs.mon”
#NFS_SERVICE_RESTART[0]=
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Package Configuration File for pkg02

This section shows the package configuration ffile2(conf ) for the
packagepkg02 in this sample configuration. The comments are not shown.

PACKAGE_NAME pkg02

NODE_NAME thyme

NODE_NAME sage

NODE_NAME basil

RUN_SCRIPT /etc/cmcluster/nfs/nfs2.cntl
RUN_SCRIPT_TIMEOUT NO_TIMEOUT
HALT_SCRIPT /etc/cmcluster/nfs/nfs2.cntl

HALT_SCRIPT_TIMEOUT NO_TIMEOUT
SERVICE_NAME nfs2.monitor
SERVICE_FAIL_FAST_ENABLED NO
SERVICE_HALT_TIMEOUT 300

SUBNET 15.13.112.0
PKG_SWITCHING_ENABLED YES
NET_SWITCHING_ENABLED YES

NODE_FAIL_FAST_ENABLED NO
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NFS Control Script for pkg02

This section shows the NFS control scriggg2.cntl ) for the package

pkg02 in this sample configuration. Only the user-configured part of the
script is shown; the executable part of the script and most of the comments
have been omitted.

PATH=/sbin:/usr/bin:/usr/sbin:/etc:/bin
#VGCHANGE="vgchange -ae -q n”
#VGCHANGE="vgchange -a y”
VGCHANGE="vgchange -a e” # Default
VG[0]=nfsu02

LV[0]=/dev/nfsu02/Ilvoll; FS[0]=/hanfs/nfsu021
XFS[0]=/hanfs/nfsu021

IP[0]=15.13.114.244
SUBNET[0]=15.13.112.0

NFS_SERVICE_NAME[0]="nfs2.monitor"
NFS_SERVICE_CMD|0]="/etc/cmcluster/nfs/nfs.mon”
#NFS_SERVICE_RESTART[0]=
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Two Servers with NFS Cross-Mounts

This configuration has two servers and two packages. The primary node for each
package NFS-mounts the file systems from its own package and the other package.
Figure 13illustrates this configuratioff.one server fails, the other server adopts

its package. The NFS mounts are not interrupted when a package fails over.

Figure 14 shows the same configuration after one server has failed.

thyme basil
Infs/nfsu021 ~_ Infs/nfsu011
Infs/nfsu011 ‘\N ES NES Amfs/nfsuOZl
FS mount mount NFS
mount mount
/hanfs/nfsu011 |: :1 /hanfs/nfsu021

Figure 13

pkg02
IP =15.13.114.244
VG[0] = nfsu02
LV[0] = /dev/nfsu02/lvoll
FS[0] = /hanfs/nfsu021
XFSJ[0] = /hanfs/nfsu021

i

|

pkgO1 :

IP = 15.13.114.243 :

vG[o]=nfsuwor | !

LV[O] = /dev/nfsu01/Ilvoll

FS[0] = /hanfs/nfsu011
XFSJ[0] = /hanfs/nfsu011

Two Servers with NFS Cross-Mounts
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Figure 14 shows two servers with NFS cross-mounted file systems after
serverthyme has failed. The NFS mounts on servasil are not
interrupted.

basil
Infs/nfsu011
Infs/nfsu021

nl:loFuSnt NFS mount
\\\ﬁ /hanfs/nfsu021 |
| /h/aﬁfs/nfsuml 4 /hanfs/nfsu011 |

pkg01
IP =15.13.114.243
VG[0] = nfsu01
LV[O] = /dev/nfsu01/lvoll
FS[0] = /hanfs/nfsu011
XFSJ[0] = /hanfs/nfsu011

pkg02
IP =15.13.114.244
VG[0] = nfsu02
LV[O] = /dev/nfsu02/lvoll
FS[0] = /hanfs/nfsu021
XFSJ[0] = /hanfs/nfsu021

Figure 14 Two Servers with NFS Cross-Mounts
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Cluster Configuration File for Two-Server NFS Cross-Mount

This section shows the cluster configuration filaster.conf ) for this
configuration example. The comments are not shown.

CLUSTER_NAME XMnt
FIRST_CLUSTER_LOCK_VG /dev/nfsu01

NODE_NAME thyme
NETWORK_INTERFACE lan0
HEARTBEAT_IP 15.13.119.146
NETWORK_INTERFACE lanl
FIRST_CLUSTER_LOCK_PV /dev/dsk/cOt1dO

NODE_NAME basil
NETWORK_INTERFACE lan0
HEARTBEAT_IP 15.13.113.168
FIRST_CLUSTER_LOCK_PV /dev/dsk/c1t1dO

HEARTBEAT_INTERVAL 1000000
NODE_TIMEOUT 2000000

AUTO_START TIMEOUT 600000000
NETWORK_POLLING_INTERVAL 2000000

VOLUME_GROUP /devinfsu01
VOLUME_GROUP /devinfsu02
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Package Configuration File for pkg01

This section shows the package configuration ffilel(conf ) for the
packagepkgO1l in this sample configuration. The comments are not shown.

PACKAGE_NAME pkg01

NODE_NAME thyme

NODE_NAME basil

RUN_SCRIPT /etc/cmcluster/nfs/nfsl.cntl
RUN_SCRIPT_TIMEOUT NO_TIMEOUT
HALT SCRIPT /etc/cmcluster/nfs/nfsl.cntl

HALT_SCRIPT_TIMEOUT NO_TIMEOUT
SERVICE_NAME nfsl.monitor
SERVICE_FAIL_FAST_ENABLED NO
SERVICE_HALT_TIMEOUT 300

SUBNET 15.13.112.0
PKG_SWITCHING_ENABLED YES
NET_SWITCHING_ENABLED YES

NODE_FAIL_FAST_ENABLED NO
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NFS Control Script for pkg01

This section shows the NFS control scriggs{.cntl ) for the package

pkgO1 in this sample configuration. Only the user-configured part of the
script is shown; the executable part of the script and most of the comments
have been omitted.

PATH=/sbin:/usr/bin:/usr/sbin:/etc:/bin
#VGCHANGE="vgchange -ae -q n”
#VGCHANGE="vgchange -a y”
VGCHANGE="vgchange -a e” # Default
VG[0]=nfsu01

LV[0]=/dev/nfsu01/Ilvoll; FS[0]=/hanfs/nfsu011
XFS[0]=/hanfs/nfsu011

IP[0]=15.13.114.243
SUBNET[0]=15.13.112.0

NFS_SERVICE_NAME[0]="nfs1.monitor"
NFS_SERVICE_CMD|0]="/etc/cmcluster/nfs/nfs.mon”
#NFS_SERVICE_RESTARTI0]=

function customer_defined_run_cmds

/etc/cmcluster/nfs/nfsl_xmnt start
remsh basil /etc/cmcluster/nfs/nfsl_xmnt start

}

The functioncustomer_defined_run_cmds calls a script called

nfsl_xmnt . This script NFS-mounts the file system exported by the
packagepkgOl . If you configured the file system in thegc/fstab file,

the package might not be active yet when the servers tried to mount the file
system at system boot. By configuring the NFS control script to NFS-mount
the file system, you ensure that the package is active befarmthe

command is invoked.

The first line in theustomer_defined _run_cmds function executes the
nfsl_xmnt script locally on hoshyme (the primary node fgskg01 ). The
second line, beginning wittemsh , executes thefs1_xmnt script
remotely on hogbasil
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If pkg01 fails to come up, or if theemsh to hostbasil fails, the file

system will not be mounted, and no error will be returned. The only way to
be sure the file system was mounted successfully is to rurfisthexmnt

script manually on both hogtyme and hosbasil

The only user-configurable values in thigl_xmnt script are th&NFS[n]
andCNFS[n] variables. These specify the server location of the file system
and the client mount point for the file system. The following line is the from
thenfsl_xmnt script in this example configuration:

SNFS[0]="nfs1:/hanfs/nfsu011”; CNFS[0]="/nfs/nfsu011”

In theSNFS[0] variable, hfs1l " is the name that maps to the relocatable IP
address opkg01 . It must be configured in the name service the host is using
(DNS, NIS, or theetc/hosts  file). If you do not want to configure a name
for the package, you can just specify the IP address BNR8[0] variable,

as follows:

SNFS[0]="15.13.114.243:/hanfs/nfsu011"; CNFS[0]="/nfs/nfsu011"

The client mount point, specified in tB&IFS[0] variable mustbe different
from the location of the file system on the ser&KS[0] ).
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Package Configuration File for pkg02

This section shows the package configuration ffile2(conf

packagepkg02 in this sample configuration. The comments are not shown.

) for the

PACKAGE_NAME pkg02

NODE_NAME basil

NODE_NAME thyme

RUN_SCRIPT /etc/cmcluster/nfs/nfs2.cntl
RUN_SCRIPT_TIMEOUT NO_TIMEOUT
HALT _SCRIPT /etc/cmcluster/nfs/nfs2.cntl

HALT_SCRIPT_TIMEOUT NO_TIMEOUT
SERVICE_NAME nfs2.monitor
SERVICE_FAIL_FAST_ENABLED NO
SERVICE_HALT_TIMEOUT 300

SUBNET 15.13.112.0
PKG_SWITCHING_ENABLED YES
NET_SWITCHING_ENABLED YES

NODE_FAIL_FAST_ENABLED NO
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NFS Control Script for pkg02

This section shows the NFS control scriggg2.cntl ) for the package

pkg02 in this sample configuration. Only the user-configured part of the
script is shown; the executable part of the script and most of the comments
have been omitted.

PATH=/sbin:/usr/bin:/usr/sbin:/etc:/bin
#VGCHANGE="vgchange -ae -q n”
#VGCHANGE="vgchange -a y”
VGCHANGE="vgchange -a e” # Default
VG[0]=nfsu02

LV[0]=/dev/nfsu02/Ilvoll; FS[0]=/hanfs/nfsu021
XFS[0]=/hanfs/nfsu021

IP[0]=15.13.114.244
SUBNET[0]=15.13.112.0

NFS_SERVICE_NAME[0]="nfs2.monitor"
NFS_SERVICE_CMD|0]="/etc/cmcluster/nfs/nfs.mon”
#NFS_SERVICE_RESTARTI0]=

function customer_defined_run_cmds

/etc/cmcluster/nfs/nfs2_xmnt start
remsh thyme /etc/cmcluster/nfs/nfs2_xmnt start

}

The functioncustomer_defined_run_cmds calls a script called

nfs2_xmnt . This script NFS-mounts the file system exported by the
packagepkg02 . If you configured the file system in thegc/fstab file,

the package might not be active yet when the servers tried to mount the file
system at system boot. By configuring the NFS control script to NFS-mount
the file system, you ensure that the package is active befarmthe

command is invoked.

The first line in theustomer_defined _run_cmds function executes the
nfs2_xmnt script locally on hogtasil (the primary node faukg02 ). The
second line, beginning wittemsh , executes thefs2_xmnt script
remotely on hoshyme .
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If pkg02 fails to come up, or if theemsh to hostthyme fails, the file

system will not be mounted, and no error will be returned. The only way to
be sure the file system was mounted successfully is to rurfisthexmnt

script manually on both hobasil and hosthyme .

The only user-configurable values in thie2_xmnt script are th&NFS[n]
andCNFS[n] variables. These specify the server location of the file system
and the client mount point for the file system. The following line is the from
thenfs2_xmnt script in this example configuration:

SNFS[0]="nfs2:/hanfs/nfsu021”; CNFS[0]="/nfs/nfsu021”

In theSNFS[0] variable, hfs2 " is the name that maps to the relocatable IP
address opkg02 . It must be configured in the name service the host is using
(DNS, NIS, or theetc/hosts  file). If you do not want to configure a name
for the package, you can just specify the IP address BNR8[0] variable,

as follows:

SNFS[0]="15.13.114.244:/hanfs/nfsu021"; CNFS[0]="/nfs/nfsu021"

The client mount point, specified in tB&IFS[0] variable mustbe different
from the location of the file system on the ser&\KS[0] ).
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